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Check Out Related Sessions

All timing is for planning purposes and subject to change
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The official event app for the 

Microsoft 365 Community Conference

Event invitation code: Orlando2026

Join the event app to access:

 Event announcements

 Personalized agenda, session details

 Speaker & attendee profiles

 Networking, meet-ups, messages

 Event documents
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Session feedback surveys

We want to hear from YOU!

Share your feedback to make next years conference even better!

Here’s how –

• Simply go to the Whova App on your smartphone.

• Scroll down on the M365 Community Conference Homepage to 

‘Additional Resources’ to click “Surveys’.

• Click Session Feedback.

• Scroll down to find this session title.

• Complete the session feedback survey.

• Finally, click ‘Submit’.

It’s just that easy!



Dave Minasyan
Principal Product Manger 

Copilot & Agents | Content 

Governance

linkedin.com/in/davidminasyan

Dieter Jansen
Principal Design Director

Copilot & Agents | Content 

Governance

linkedin.com/in/dieterjansen

https://www.linkedin.com/in/davidminasyan
https://www.linkedin.com/in/davidminasyan


Clap if you’ve heard of SAM  

☺



Content Resilience

Resiliency for human- and Copilot-
generated and referenced content.

Microsoft 365 Backup

Content Relevance

Relevancy by keeping stale context 
hidden from AI

Microsoft 365 Archive

Content Governance
Unified content governance for the AI era across Microsoft 365

Content Readiness

Governance for trustworthy content 
sharing and AI grounding

SharePoint Advanced

Management (SAM)



SAM | SharePoint Advanced Management
Copilot native governance capabilities New Feature Area

SharePoint Admin Agent

REASONING LAYER

RELEVANCE READINESS RESILIENCE

Content Management Assessment

Inactive Site policy

Storage Management

AI Driven Semantic Site Matching 
(Licensing TBD)

Agent Insights

Data Access Governance
Sites/files permissioned to “specific user”

Permission state report (Sites, ODBs, Files)
Everyone Except External Users  File and Folder deepdive

Restricted Content Discovery (RCD)
Agents and Sites

Site admin delegation

Restricted Access Control (RAC)
Sites, OneDrive

Site admin delegation

Block download policies 
Sites, Files, Teams

Enterprise application insights

Site Lifecycle Policies
Site Attestation Policy

Customizable Email
Target policy on specific sites

Site Ownership Policy

Site Access Review

Recent Admin Actions

Change history 

Extend SharePoint Permission 
Sensitivity labels support

Backup

GROUNDING LAYER

Catalog Management (Customize content structure)



M365 Copilot (WW) M365 Copilot (GCC) M365 Copilot (GCC-H) M365 Copilot (DoD)

SharePoint Advanced Management for US Gov

⚫ Shipped     |      Shipped with gaps (see notes)     |       NDA Roadmap     |      Timing TBD

Footnotes on next slide

Sprawl Control

Site Ownership Policy – Simulation Mode ⚫ ⚫ ⚫ ⚫

Site Ownership Policy – Active Mode ⚫ ⚫ ⚫ ⚫

Inactive SharePoint sites policy – Simulation Mode ⚫ ⚫ ⚫ ⚫

Inactive SharePoint sites policy – Active Mode ⚫ ⚫ ⚫ ⚫

Site Attestation Policy – Simulation Mode ⚫ ⚫ ⚫ ⚫

Site Attestation Policy – Active Mode ⚫ ⚫ ⚫ ⚫

AI Powered Site Matching ⚫ ⚫ ⚫ 

Content Lifecycle 
Control

Change History – Site Settings ⚫ ⚫ ⚫ ⚫

Recent Admin Actions ⚫ ⚫ ⚫ ⚫

Restrict Site Creation 
1


1


1


1

Oversharing Control

Content Management Assessment ⚫ ⚫ ⚫ ⚫

Block download policy for SharePoint and OneDrive sites ⚫ ⚫ ⚫ ⚫

Block the download of Teams meeting recording files from SharePoint or OneDrive ⚫ ⚫ ⚫ ⚫

Catalog Management ⚫ ⚫ ⚫ ⚫

Enterprise App Insights ⚫ ⚫ ⚫ ⚫

SharePoint Agent Insights ⚫ ⚫ ⚫ ⚫

Conditional access policies for SharePoint and OneDrive sites (CAPS) ⚫ ⚫ ⚫ ⚫

Restricted Access Control (RAC) for SharePoint or OneDrive sites ⚫ ⚫ ⚫ ⚫

Restricted Content Discovery (RCD) ⚫ ⚫ ⚫ ⚫

Sharing Links ⚫ ⚫ ⚫ ⚫

Sensitivity Labels – Requires E5 or G5 ⚫ ⚫ ⚫ ⚫

Everyone Except External Users (EEEU) Insights ⚫ ⚫ ⚫ ⚫

Permission state reports for Sites, OneDrives, and Files ⚫ ⚫ ⚫ ⚫

Site Access Review for all reports ⚫ ⚫ ⚫ ⚫



Who’s heard of SPO Admin Agent  

☺



Make some noise if you enabled 

Copilot

☺



How many of you are at least a 
little worried about content 

governance in this AI-first world? 
☺



The SharePoint Admin Agent





Summon the SharePoint Admin Agent
from any Copilot / BizChat surface

Copilot SharePoint Admin Center Teams
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Content Governance Journey 
powered by SharePoint Advanced Management (SAM)

Assess Content 
State

Control Content 
Structure

Rolled outStart

Control Content 
Lifecycle

Control Content 
Oversharing

Control Content 
Access

SharePoint Admin Agent

Control Content 
Resilience
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Content Governance Journey 
powered by SharePoint Advanced Management (SAM)

Assess Content 
State

Start Rolled out

SharePoint Admin Agent
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Content management assessment
Evaluate your SharePoint and OneDrive estate

What does it do?
• A built-in tool to evaluate and improve content management 

within SharePoint

• Helps identify content risks, ensure compliance, and 
maintain data integrity

Benefits:
• Comprehensive Tenant wide Insights

Provide a detailed report on governance state

• Actionable Solutions
Link problem areas to SAM features for quick resolution

• Boost Efficiency
Reduce manual assessments and expert involvement

• Helps Define Copilot Readiness
Establish a clear governance roadmap for Copilot success

General Availability
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Content Governance Journey 
powered by SharePoint Advanced Management (SAM)

Assess Content 
State

Control Content 
Structure

Rolled outStart

SharePoint Admin Agent















So, how will the agent use 

this data?
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Control Content Structure
Define organizational content clusters for targeted actions

Provides an overview of content distribution across regions, 
departments, users, info barriers and customer defined 
custom properties for targeting actions, monitoring and 
Copilot grounding. 

How it works:
• Uses built-in Microsoft 365 metadata
• Create content categories and groups for targeted management
• Enable surgical billing, policies, reports, and Copilot access on 

region, department, user type, info barriers segment and more. 

Impact: 
• Consistent governance across the organization
• Reduced admin overhead through automation
• Precision targeting for lifecycle, access reviews, and 

security baselines

V1 General Availability

V2 Public Preview
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Content Governance Journey 
powered by SharePoint Advanced Management (SAM)

Assess Content 
State

Control Content 
Structure

Rolled outStart

Control Content 
Lifecycle

SharePoint Admin Agent



ELT layout

Inconsistent header



ELT layout

Inconsistent header



ELT layout



ELT layout



ELT layout



So, what can the agent do for me?
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Control Content Lifecycle
Improve AI response quality, reduce management scope at enterprise scale

Identifies stale, outdated and ownerless content to help reduce 
management surface and improve Copilot response quality. 

How it works:
• Takes about 5 minutes to set up. 
• Admin selects the policy scope and action conditions. 
• Tool supports simulation and active modes.
• When activated, tool will automatically detect stale and 

ownerless content, identify the owners, contact the owners 
and mitigate the issue. If owners do not respond, content 
can be archived or placed in a read only state.

• Supports custom scoping and email customization.

Impact: 
• Policy creates an admin 
• Consistent governance across the organization
• Reduced admin overhead through automation

General Availability

Catalog Integration – Coming soon 
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Content Governance Journey 
powered by SharePoint Advanced Management (SAM)

Assess Content 
State

Control Content 
Structure

Rolled outStart

Control Content 
Lifecycle

Control Content 
Oversharing

SharePoint Admin Agent



Common causes of Copilot oversharing 
SharePoint and OneDrive

Site privacy set to public Default sharing option is everyone Broken permission inheritance

Use of “everyone except external 

users” domain group

Sites and files without 

sensitivity labels



ELT layout



ELT layout



ELT layout

Files containing 
sensitive data

Broken 
permission 
inheritance

Use of 
“everyone 

except 

external 
users” 

domain 
group

Default sharing option 
is everyone

Site 
privacy 
set to 

public



Guess 

one of the TOP

SAM request in 

Oversharing

3 chances



File Level Reports  



ELT layout



ELT layout



Sample Report in CSV format 

Microsoft Confidential



Will all SPO admins get File Level 

reporting?



Will all SPO admins get File Level 

reporting?

NO ☺



Introducing 
SharePoint Advanced Management Admin Role

AKA: The SAM Admin



So, how will the agent use 

this data?



ELT layout



ELT layout
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Oversharing control: Permission State Report with Actions
Gain Control Over Site Permissions and Overshared Content

What does it do?
• Comprehensive permission report for entire tenant 

(SharePoint sites and OneDrives) – supports ~1M sites
• Detect root causes of oversharing (broken inheritance, 

sharing links, EEEUs, site privacy and more)

• Focus on critical permissions by user count and 
large groups

• Filter with sensitivity, privacy, external sharing

• Downloadable report, with insights from AI analytics

Actions:
• Site Access Review for site owners with file level details

• Easily discover files exposed via EEEU, large groups, sharing 
links and rectify permissions accordingly Broken inheritance, Sharing 

links, EEEU domain group

SAM Role - General Availability

EEEU at File / Folder - Private Preview
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Content Governance Journey 
powered by SharePoint Advanced Management (SAM)

Assess Content 
State

Control Content 
Structure

Rolled outStart

Control Content 
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Default sharing 

option is everyone

Use of “everyone except 

external users” domain group
Files containing 

sensitive data
Broken permission inheritance

Site privacy 

set to public





Can I use the Agent for deep dives?



ELT layout
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Control Content Access: Oversharing, RCD & RAC
Gain control over site permissions, content discoverability, and access restrictions

What does it do?
These capabilities help organizations take control of who can 
access sensitive content and how it is discovered. By combining 
access reviews, content restrictions, and AI safeguards, admins and 
content owners can proactively reduce oversharing risks.  

• Empower content owners to drive access decisions putting 
evaluations in the hands of those who know the data best.

• Shield sensitive content from AI-powered tools, preventing 
exposure through Copilot and Agent reasoning.

• Enforce strict access boundaries grant access exclusively to 
authorized groups and block everyone else.

Actions:
• Site Access Review for site owners with file level details
• Restricted Content Discovery for SPO admin
• Restricted Access Control 
• Delegate RCD and RAC management to Site Admins

General Availability
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Content Governance Journey 
powered by SharePoint Advanced Management (SAM)

Assess Content 
State

Control Content 
Structure

Rolled outStart

Control Content 
Lifecycle

Control Content 
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Control Content 
Access

SharePoint Admin Agent

Control Content 
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SharePoint Advanced Management (SAM) + Agents 
Copilot native governance capabilities

CY 2026+ Roadmap

M365 Conference’26

SharePoint Admin Agent

• Storage skill/tool

• Lifecycle skill/tool

• Oversharing management skill/tool

• Permissions skill/tool

• Catalog skill/tool

• Org settings skill/tool

• Multi-Geo Move Status skill/tool

Catalog management

• Content footprint report

• Rename and customize structure

• Categorize by custom site properties
• Target SAM actions

Site lifecycle management

• File level archive

Content management assessment

• Assess sprawl and oversharing

SAM admin role

M365 Conference’26 – Contd.

Data access governance  

• EEEU at file and folder level

• Site permissions for a User

• Sensitive file type (SITs) integration 

• Site permissions for a Security/M365 Group

• Email customization

Content lifecycle management

• Assess sprawl and oversharing

• Email customization

Content management assessment

• Assess storage

Policies

• Delegate RAC to site admins (Prevent oversharing)

• Delegate RCD to site admins

• ESP: Extended SharePoint Permissions w/ Labels

Agent Governance

• Agent access insights

H2 CY2026

SharePoint Admin Agent

• Improvements to 7 skills/tools

• Storage: Anomaly detection and notification

• Cross-linking queries across skills/tools

• Control agent tone and temperament

• Perform tasks via voice

• Set automated end-to-end actions

• Assess progress skill/tool

• Multi-Geo Initiate Move skill/tool

Governance review

• Unified action center

• Site owner support

Data access governance 

• Revised SAR for site/user/group

Site lifecycle management

• Site owners’ governance hub

• Inactive File Policy

All timing is for planning purposes and subject to change



Microsoft Confidential

We have an
exciting future ahead.

Thank you !!!
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