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Microsoft 365 
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on trust

Microsoft 365 Copilot is built on trust 

Microsoft 

commitments and controls

We secure your data 

at rest and in transit

You control 

your data

Your data is not used 

to train or enrich 

foundation models

Youõre protected 

against AI security and 

copyright risks

Read more at aka.ms/EDPLearn

https://aka.ms/EDPLearn
https://aka.ms/EDPLearn


Slide Title

Microsoft 365 Copilot

Microsoft Purview

Security & Governance

Honors your existing 

permissions

Supports your lifecycle 

policies and audit 

requirements

Protects against data 

loss and insider risk

Detect and investigation 

non-compliant and 

unethical usage

Assess Oversharing risks and 

apply recommended 

corrections

Guided assistance to remain 

compliant with

AI Regulations

A complete solution for enterprise -ready AI



Tools to secure and govern Microsoft 365 Copilot

Microsoft Purview

Provides security,compliance, and 

governance across data and files

SharePoint Advanced Management

Included in 

Provides SharePoint site management 

and content governance capabilities



Problem summary
Microsoft 365 Copilot builds on the data already in Microsoft 365, prompting organizations to 

strengthen oversharing, data loss, and insider risks practices to support safe, confident adoption.

If grounding data and Copilot interactions are not secured, it could lead to

Access to information 

beyond what the user 

needs for their role

Unauthorized disclosure 

of confidential 

information

Out of date or irrelevant 

responses

By addressing these risks, organizations can ensure that Microsoft 365 Copilot is secured end to end



Secure and Govern Microsoft 365 Copilot 

Remediate Oversharing

Activities

1. Identify high -risk sites and 

content

2.Apply interim Copilot protections

3.Fix access and permissions

Outcomes

ÅHigh-risk sites are identified, 

prioritized, and contained  

ÅCopilot exposure is reduced 

immediately , even before full 

cleanup 

ÅFoundation is set for durable 

Guardrails

Set up Guardrails

1.Establish secure defaults

2.Establish secure Guardrails

3.Continuously Enforce & 

Optimize Guardrails

ÅGuardrails are enforced by 

default , not manually 

remediated 

ÅNew content and sites are 

protected at creation  

ÅCopilot can scale safely without 

re-introducing Oversharing risk

Meet Regulations

1. Identify and address gaps 

against AI Regulations

2.Define Regulatory Requirements

3. Improve data hygiene

ÅAI risks and regulatory gaps are 

identified and tracked 

ÅCopilot usage is auditable, 

enforceable, and defensible  

ÅHigher-quality Copilot responses 

and a reduced Oversharing data 

surface



SharePoint Advanced 
Management demo



SAM | SharePoint Advanced Management
Copilot native governance capabilities

Sprawl Oversharing Lifecycle

New Feature Area

Content Management Assessment

Inactive Site policy

Storage Management

AI Driven Semantic Site Matching 

(Licensing TBD)

Agent Insights

Delegated Restricted Content Discovery

Data Access Governance

Sites/files permissioned to òspecific useró

Permission state report (Sites, ODBs, Files)

Everyone Except External Users  File and Folder deepdive

Restricted Content Discovery (RCD)
Agents and Sites

Restricted access control (RAC)
Sites, OneDrive

Block download policies 
Sites, Files, Teams

Enterprise application insights

Catalog Management

Site Lifecycle Policies

Site Attestation Policy

Customizable Email

Target policy on specific sites

Site Ownership Policy

Site Access Review

Recent Admin Actions

Change history 

Extend SharePoint Permission 

with Sensitivity labels

Backup



Rolled outStart

Content Readiness Journey 
powered by SharePoint Advanced Management (SAM)

Basic Setup
Use the structure to ready content by Category and Group 

and roll out Copilot

Assess Content 

State

Control Content 

Structure

Control Content  

Lifecycle

Control Content  

Oversharing

Control Content  

Access



Assess Content State
Evaluate your SharePoint and OneDrive estate powered by Content Management Assessment

What does it do?

ÅA built -in tool to evaluate and improve content management 

within SharePoint

ÅHelps identify content risks, ensure compliance, and maintain 

data integrity

Benefits:

ÅComprehensive Tenant wide Insights

Provide a detailed report on governance state

ÅActionable Solutions

Link problem areas to SAM features for quick resolution

ÅBoost Efficiency

Reduce manual assessments and expert involvement

ÅHelps Define Copilot Readiness

Establish a clear governance roadmap for Copilot success

Generally Available
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Control Content Structure
Define organizational content clusters for targeted actions

Provides an overview of content distribution across 

regions, departments, users, info barriers and customer 

defined custom properties for targeting actions, 

monitoring and Copilot grounding. 

How it works:

ÅUses built-in Microsoft 365 metadata

ÅCreate content categories and groups for targeted 

management

ÅEnable surgical billing, policies, reports, and Copilot access on 

region, department, user type, info barriers segment and more 

Impact: 

ÅConsistent governance across the organization

ÅReduced admin overhead through automation

ÅPrecision targeting for lifecycle, access reviews, and 

security baselines

V1 Generally Available

V2 Coming Soon
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Rolled outStart

Assess Content 

State

Control Content 

Structure

Basic Setup

Content Readiness Journey  
powered by SharePoint Advanced Management (SAM)

SharePoint Admin Agent 

Available

Use the structure to ready content by Category and Group 

and roll out Copilot

Control Content  

Lifecycle

Control Content  

Oversharing

Control Content  

Access



Control Content Lifecycle
Improve AI response quality, reduce management scope at enterprise scale

Identifies stale, outdated and ownerless content to help 

reduce management surface and improve Copilot 

response quality. 

How it works:

ÅTakes about 5 minutes to set up. 

ÅAdmin selects the policy scope and action conditions. 

ÅTool supports simulation and active modes.

ÅWhen activated, tool will automatically detect stale and 

ownerless content, identify the owners, contact the owners and 

mitigate the issue. If owners do not respond, content can be 

archived or placed in a read only state.

ÅSupports custom scoping and email customization.

Impact: 

ÅPolicy creates an admin 

ÅConsistent governance across the organization

ÅReduced admin overhead through automation

Generally Available
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Control Content Oversharing
Gain Control Over Site Permissions and Overshared Content

What does it do?

Å Comprehensive permission report for entire tenant 

(SharePoint sites and OneDrive) ð supports ~1M sites

ÅDetect root causes of oversharing (broken inheritance, 

sharing links, EEEUs, site privacy and more)

ÅFocus on critical permissions by user count and 

large groups

ÅFilter with sensitivity, privacy, external sharing

ÅDownloadable report, with insights from AI analytics

Actions:

ÅSite Access Review for site owners with file level details

ÅEasily discover files exposed via EEEU, large groups, 

sharing links and rectify permissions accordingly

Generally Available

Broken inheritance, Sharing 

links, EEEU domain group



Common causes of Copilot oversharing in SharePoint

Site privacy set to public Default sharing option is everyone Broken permission inheritance
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