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Whatõs new in Security, Compliance 

& Insights in SharePoint Online



The official event app for the 

Microsoft 365 Community Conference

Event invitation code: Orlando2026

Join the event app to access:

ĀEvent announcements

ĀPersonalized agenda, session details

ĀSpeaker & attendee profiles

ĀNetworking, meet -ups, messages

ĀEvent documents



Session feedback surveys
We want to hear from YOU!

Share your feedback to make next years conference even better!

Hereõs how ð

¶Simply go to the Whova App on your smartphone.

¶Scroll down on the M365 Community Conference Homepage to 
ôAdditional Resourcesõ to click òSurveysõ.

¶Click Session Feedback.

¶Scroll down to find this session title.

¶Complete the session feedback survey.

¶Finally, click ôSubmitõ.

Itõs just that easy!



Sanjoyan Mustafi
Principal Product Manager, 

Architect

linkedin.com/in/Sanjoyan

Sona Bhasin
Senior Product manager

Agents Governance

linkedin.com/in/sona-kulkarni 



ELT layout

Agenda ¶New scenarios for òEnd Useró 

¶New scenarios for òAdminó

¶Lots of demosê

¶Our roadmap

¶Preview Signup



Content Resilience

Resiliency for human- and Copilot-
generated and referenced content.

Microsoft 365 Backup

Content Relevance

Relevancy by keeping stale context 
hidden from AI

Microsoft 365 Archive

Content Governance
Unified content governance for the AI era across Microsoft 365

Content Readiness

Governance for trustworthy content 
sharing and AI grounding

SharePoint Advanced

Management (SAM)



New security scenarios 
for End Users
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Labeling enabled for OneNote
Sensitivity Labels GA for Microsoft OneNote

Trusted Notes for an AI-Powered Workplace
ÅEnables encryption and access controls at the OneNote 

section level

ÅStrengthens the security foundation for Copilot

Capabilities at a Glance:
ÅManual sensitivity labeling at the section level in OneNote 

X Auto labeling not supported as of now

ÅDefault labeling for libraries is supported

ÅSupport across Windows, Mac, Web, iOS, and Android.

Generally Available

Blog post : Link

# of files labeled in Microsoft in a day
OneNote: 14k, Office files:45k

https://techcommunity.microsoft.com/blog/microsoft_365blog/sensitivity-labels-in-onenote-now-generally-available/4499502


10

Labeling: MP4 & Teams Recordings
Sensitivity Labels in private preview

Labeling Mp4 & Teams meeting recording 

ÅLabeling Video files is in private Preview

ÅSupported extension : mp4

ÅEncrypted videos cannot be downloaded but played online

ÅSensitivity label for teams recordings gets inherited from Teams 
meeting 

ÅConsistent policy enforcement across meeting artifacts,

ÅTranscripts, doc shared in meeting, notes, etc inherit the 
same label

ÅSupports video embedding across 

Å  Mobile iOS and Android apps: 

ÅTeams, OneDrive, Engage, M365 Copilot

ÅWeb:

ÅClipchamp, Teams - including Recap, Chat & 
Channels, Engage, OneDrive, SharePoint, 
Outlook, Loop, Forms, PowerPoint, OneNote, 
Word, Azure DevOps, 3rd party Copy/Paste 
(Direct Embed Page), 3rd party Drive Item 
Preview API

In Private Preview



Meeting Sensitivity inherits to Teams recording



Meeting Sensitivity can 
be changed online



Download allowed for 
unencrypted videos

Download restricted for 
encrypted videos



§ƓƣŔŸŰШƣŸШìċƣĲƖůċƖťШљƨƚĲƖШŔĬњШ
watching to deter screen capture 
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Extended SharePoint Permissions (ESP)
Your SharePoint permissions: extended everywhere.

Extending Protection Beyond SharePoint

Å Closes the protection gap for unlabeled SharePoint content 

Å Prevents data sprawl even after download

Å Keeps access decisions dynamic

Å Reuses SharePoint permissions instead of managing 
separate label policies.

Å Coverage for internal and external users

Generally Available





Office online: UDP support for changing permissions



New scenarios for admin 
insights



Common causes of Copilot oversharing 
SharePoint and OneDrive

Site privacy set to public Default sharing option is everyone Broken permission inheritance

Use of òeveryone except external 

usersó domain group

Sites and files without 

sensitivity labels



Handling EEEU !



Data Access Governance ð Detailed reports
Get all details for Special SharePoint groups т Everyone and Everyone except external users

Problem scenario
Å Copilot readiness starts with EEEU cleanup

Unresolved EEEU permissions are a top oversharing risk ñ this content surfaces directly in Copilot search, making cleanup critical for 

adoption.

Benefits:

Å Comprehensive file level insight 

Complete item-level breakdown of EEEU exposure ð Know every file, item and site which has EEEU permissions and how.

Å Introducing the SAM Admin role 

Standard SharePoint and Global admins cannot view file properties across sites they don't own. 

The new SAM Admin role allows to view file names/paths/URLs and modify permissions , as appropriate

Preview



Introducing  
SharePoint Advanced Management Admin Role

AKA: The SAM Admin



Microsoft Confidential



Sample Report in CSV format 



Site Permission Report 
for ​º¯Àµ³‌ µÀ½Ä¾Â 



Site Permissions Report for òlargeó groups
Snapshot reports now extended to M365 & Security Groups

Problem scenario
Å Large Groups are the hidden multiplier of oversharing

A single group with broad membership or a special group for vendors etc. - can expose 

sensitive content to unintended recipients

Benefits:
Å From users to groups

Building on the user permissions report, admins can now see every site a group can access 

and the extent of that access.

Å Follow -up
Use RAC and/or RCD to control access to sensitive data and its discovery via Copilot search.

Preview
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Site Permission Report 
for Human User



Generally available

Gain visibility into 
the content 
permissions for a 
given user. 

Content 
Permissions 
Insights 





Agents are becoming 
ubiquitous



Agents are becoming 
ubiquitous

1.3 Billion
by 2028

Source: IDC Info Snapshot, 1.3 Billion AI Agents by 2028, doc #US53361825, May 2025



Is your organization ready?

Can we track and monitor all agents? 
Do we know what agents are doing?

Are agents protected? Do they have 
the right access? Can they leak 

sensitive data?

Do we have proper guardrails for 
agents and people that interact with 

them?



Content Governance

Observe Secure

Agent Access
 Insights 

Restricted Site 
Access 

Restrict Content 
Discovery

SAM | SharePoint Advanced Management

General Availability



Content Governance

SAM | SharePoint Advanced Management

Observe

Agent Access
 Insights 

ÅBreadth & depth view of unique agents 
that have accessed content. 

Å Includes all types of agents   Agent 
Builder, Microsoft Copilot Studio, External 
partners.

ÅSharePoint admin can take action to 
restrict access





Coming Soon

Agent Access Heat Map





¥¶¯Ã Â ¼³Æ ´½À Â·Ã³
owner/ admin



Delegating controls to site admin

Allow site admin to manage 
Restricted Site Access and Restricted Content Discovery (RCD)

47

General Availability



Content Governance

SAM | SharePoint Advanced Management

Secure

Delegated Restricted 
site access

Delegated Restricted 
Content Discovery

ÅSite admins can manage oversharing 
controls 

ÅSite admins provides justification

ÅSharePoint admin can oversee & control





Governance Reviews 
Dashboard



Governance Reviews Dashboard
ÁSingle actionable hub  

for site owners/admins 
to review and act on all 
governance asks 

ÁUnified view  of pending 
tasks across all owned 
sites 

ÁOne-click actions  to 
quickly complete 
SharePoint-admin 
assigned tasks

ÁClear urgency signals  
to drive timely action 
and accountability

ÂƖŔƻċƣĲШÂƖĲƻŔĲƽШƣŸШƚƣċƖƣШĤǃШsƨŰĲќΞΜΞΣ



ELT layout



SharePoint Admin Agent





Summon the SharePoint Admin Agent
from any Copilot / BizChat surface

Copilot SharePoint Admin Center Teams

SharePoint Admin Agent òskillsó
ÅStorage skill/tool

ÅLifecycle skill/tool

ÅPermissions skill/tool

Å Catalog skill/tool

Å Org settings skill/tool

ÅMulti -Geo skill/tool



What Permissions skill can do?

Assists Admin in identifying overshared content and take remediation actions 

Benefits:
Å Governance in plain language

Admins can now ask natural language questions like "Which sites are overshared and 

why?" 

Get instant, tenant-wide analysis of site permissions - no manual complex filtering 

required.

Å From data to decision - rapidly
Analyzes the site permissions report on your behalf, surfaces high-risk oversharing 

patterns, identifies root causes, and recommends targeted remediation actions - turning 

hours of investigation into a single conversation.

Public preview- from April 15th
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Contoso gaming


