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Session feedback surveys

We want to hear from YOU!

Share your feedback to make next years conference even better!

Here’s how –

• Simply go to the Whova App on your smartphone.

• Scroll down on the M365 Community Conference Homepage to 

‘Additional Resources’ to click “Surveys’.

• Click Session Feedback.

• Scroll down to find this session title.

• Complete the session feedback survey.

• Finally, click ‘Submit’.

It’s just that easy!



Know your speakers

Mike Powers
AI Admin

Microsoft Digital 

(Microsoft IT)

Naveen Jangir
Principal Architect

Microsoft Digital 

(Microsoft IT)

David Johnson
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Agenda

• Microsoft’s tenant
• Our agent principles & foundation
• Agent risk assessment and publishing
• Power Platform Governance

• Agent Governance; inventory & lifecycle
• Admin roles & working across silos
• Agent Users
• Security: Monitoring and reactive governance



Microsoft Digital Tenant Management
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Run an industry leading employee tenant at scale while empowering employees, making products better 
and balancing risk for the company.  Microsoft Digital is a responsible custodian for the company’s data. 

Tenant Management Principles

• Manage services at scale, with minimum support and cost implications

• Empower employees, with as much product value as possible with guardrails 

• Secure and protect, the tenant, its services, and created data assets

• Employees work within tenant boundaries, whenever possible

• MSFT tenant unique principles: 

• Foster product innovation, with product ringfencing, enterprise readiness 
guidance, and controlled risk taking

• Reference customer, enable our products as a reference enterprise 
customer



Microsoft Digital Global Landscape

Employees: ~200,000

Vendors: ~105,000

Guests: ~ 700k

Geography: 100 Countries

Physical Buildings: ~545 globally

A/V Supported Rooms: 14,000

785m Teams audio
minutes per month

135k

Teams

638k Service Desk

tickets annually

300k+ Employees and vendors 

licensed for M365 Copilot

620k
SharePoint Site

437k 
Mailboxes

20.5m Copilot Chat queries monthly

701k Intune 
Managed Devices

95k VPN Sessions daily

1000 Customer 
Engagements Annually

37.5k Employees onboarded 

through acquisition since 2016

5k
Viva Engage Communities

557k 

Power Apps

348k Number of OneDrive for 

Business

640K
SharePoint Sites - Embedded

500k+ Enabled M365 apps & 

agents



What We Worry About

Change Management 
and “right” tenant 

config

How do I keep up with changes?

Where will employees push back 
on changes? 

What impacts will changes have on 
my tenant’s protection?

What changes might have 
compliance risk?

What 3rd parties can I trust?

How do I contain the risk for what 
employees build?

How do I manage employee app 
catalogs to limit employee 
overload? 

How do I protect data apps touch?

App & Agent
Risk

How do I prevent sprawl?

How do I reduce employee 
experience confusion.

How do I prevent over exposure? 

Employees want IT out of the way 
BUT how does IT limit risk? 

How do we stay compliant?

Will I know what is going on?

Managing everything 
employees create



Adopt Copilot and Agents: Essential IT Responsibilities

Data hygiene foundation so you can trust your data estate as employees build/use agents

Empower employees to build personal agents with services & data that are already accessible to them

Empower businesses to quickly build agents with known lower risk patterns to accelerate business 

Enable engineering teams to develop and release agents smoothly with all required services & sources

Accelerate innovation & automation through agents and foster learning through Center of Excellence



Ten steps for getting tenant governance right with M365 
Copilot

Enable Self Service: 
Self service new workspaces with guardrails1 Limit your number of Information Protection 

labels: 5x52

Intuitive labels: 
Labels must mean what they say3 Capture container (group and sites) 

labels: Must have for all sites4

Intelligent file default labels: 
Derive from container—99% case5 Train your employees: 

Culture is as critical as policies6

Trust but verify sensitivity labels: 
Catch the 1% case with DLP 7 Implement lifecycle management: 

Create a chain of accountability8

Enabling people in my organization 
links:  Better than large SGs9 Extract inventory and report 

oversharing: Know your risk10

Inside Track AI governance paper: https://aka.ms/aigovernance.

https://aka.ms/aigovernance


IT Jobs with Agents

Today Future

Agent creation enablement Out of box everywhere Out of box everywhere

Agent data grants Custom Custom + A365

Agent submission & publish: 
Provide agent submission approval 
flow, metadata collection & publish

Custom Custom + A365

Agent Complexity visibility Custom Custom + A365

Agent policies: N/A A365

Agent Reporting & adoption Custom Custom + A365, Insights 
dashboard

Agent lifecycle Custom Custom + A365

Agent Users Lifecycle N/A Entra Identity Governance

Monitoring & Audit: Risk 
detection

Partial blind spots A365, Defender, Purview DSPM



Advanced Agents Require Advanced Governance and 
Security

Simple Advanced

For End Users

M365 Agent Builder

For Developers

Copilot Studio, ATK, FoundryCopilot Studio (Full)

For Makers

Knowledge Microsoft Graph Your Business Data 

Actions Retrieval Only Task / Autonomous

Channels Microsoft 365 Only Multiple Internal & External Channels

Increasing advanced governance and security needs throughout agent lifecycle

SharePoint

For End Users

Lower risk Higher risk

2: Deployment1: Development & Testing 3: Optimization



Agent Risk Assessment

Data
•Classification
•Storage, reach
•Customer content

Compliance
•Legal
•Privacy
•Regulatory review

Security
•Publisher trust
•Auth flow
•Detectability
•Blockability

Identity
•Asset ownership
•Permissions reach
•User or Maker identity

Responsible AI
•Sensitive/External use
•Human review triggers

Actions
•Read vs Write
•Off-tenant actions
•Agent autonomyGreen:

Auto-approve

Yellow:
Publish while 
reviewing

Amber:
Publish after review 

and approval

Red:
High-risk 

exception 
required



Data access through Graph

• User self-consent is disabled 
within the Microsoft tenant

• Apps consuming Microsoft 365 
Graph APIs vetted for least 
privilege consents

• Resource-specific consents 
(RSC) in Teams are scoped to 
label

Custom (Line of Business) apps

• Submitted into IT intake form
• Vetted for security, privacy, RAI 

& accessibility impact, code 
reviewed when required

• Deployed with SG to scope to 
required audience

Partner (Third-party) apps

• New 3P apps are off by default
• 3P must be Microsoft 365 

Certified
• Licensing, procurement and 3P 

governance approved
• Teams “Request an app” 

configured to IT intake form

Streamline and unify lifecycle management and governance process for agents, apps and add-ins 
across M365

M365 Catalogs Management



Power Platform Governance



Environment Strategy

Personal Productivity Enterprise Development

Lower 
risk

Higher 
risk

Personal Developer 
Environments

Sandbox &
Production Environments

Self or auto-provisioned

Single owner, no sharing

Most M365 1st party connectors allowed; 
certain actions blocked

Inactivity-based lifecycle

Request process for provisioning

Additional management policies & 
compliance reviews

All 1st party connectors allowed by 
default, custom policies by request

Attestation-based lifecycle

Environment Groups
• Move away from Default & broadly shared 

environments

• All environments must be owned by an 

individual or team

• Default environment routing enabled

• Business / development scenarios determine 

environment type

• Groups & Rules infrastructure used to 

dynamically group environments based on 

type, label & additional metadata signals

• “Risk” level of group determines ruleset 

scope



Inventory
Tenant administrators must be able 
to inventory all items employees 
create. The inventory should 
include:

• Who created or modified it
• When changes are made
• Where changes took place
• What modifications occurred

Inventory data must be:
• Readily accessible
• Comprehensive
• Current (live)

Used in investigations, audits, 
troubleshooting, and security & 
compliance reporting.

- MSD Minimum Bar Standard



Lifecycle: Graduated & Risk Aligned

Agent Type / Created in Enforce Ownership Lifecycle How

Agent Builder (no files / actions) No –  take over is low 
risk

Delete orphans A365 rules TBD

Agent Builder with embed Yes, collect second 
owner at sharing. 

Delete orphans A365 rules & custom

SharePoint Yes Site is compliant & attested SharePoint governance 

M365 Groups Yes Group agent tied to group existence M365 Group Governance 

Copilot Studio – Personal env Yes Delete env when owner leaves Custom 

Copilot Studio – Custom env Yes Environment is compliant & attested Environment governance 

Fabric Yes Workspaces are compliant & attested Pro dev: Service registration, 
Citizen: Fabric governance 

Pro Dev (Foundary, ATK) Registered app/service is compliant App governance; subscriptions 
& Entra, A365 Rules TBD

• Not all agents are equal. 
• Ownership is needed when accountability is critical. 
• Lifecycle is needed to manage sprawl & accountability.

• Generic policies: All agents must have 2 owners, one 
of which being an FTE

• Delete when non-compliant or orphan



Lifecycle

Admin Automation – Rules Engine

Rules engine will be used to automate multiple 
admin tasks including management of 
ownerless agents.



Admin Roles
From v-Team to Agent 365

How we built the AI Admin role - and what we missed

CISO Organization

Entra admin

Purview admin

Defender admin

M365 Tenant Management Organization

Teams admin (skills: app & agent publishing)

(2) Power Platform admin (skills: agents at scale)

Viva admin (skills: decision maker agent Insights)

Global admin (skills: broad knowledge & coverage)

Exchange admin

SharePoint / OneDrive admin

CISO

Intune admin

AI Admin v-Team

5 admins PT
Weekly sync & triage

Copilot settings
Tenant prompts
External models

1P/3P agents
Agent Builder
Watching SharePoint

Researcher agent-to-agent
Copilot tuning
Frontier features



Admin Roles
From v-Team to Agent 365

How we built the AI Admin role - and what we missed

CISO Organization

Entra admin (Agent ID / Agent Identity)

Purview admin (DSPM: agent coverage)

Defender admin (agent detection / hunting)

M365 Tenant Management Organization

Teams admin (skills: app & agent publishing)

(2) Power Platform admin (skills: agents at scale)

Viva admin (skills: decision maker agent Insights)

Global admin (skills: broad knowledge & coverage)

Exchange admin (agents with mailboxes)

SharePoint / OneDrive admin (agents with files)

CISO

Intune admin (agents built on laptops)

AI Admin v-Team

What we missed

What we will be ready for

Includes 2 FT AI Admins

What brought us together

Comprehensive agent coverage 
“role buster”



Agent Users / Agent teammates 



Agents can be “hired” from the 
Teams store

1. Findable in organization

2. Report to “hiring manager”

3. Can be set to interact only with HM

4. Can be set to interact only with 
people HM chooses

5. Policy based governance:

• Visible (or not) on network

• Internal only vs. External

• Conditional Access

• Licensing

Agent Users



Agent Users

1. “Agent User” identity

2. Mailbox, OneDrive

3. Permission based access to:

•Documents

•Meetings & Teams

•Human like sharing

4. Lifecycle policies: Entra 
Identity Governance



Entra Identity Governance: Agent’s Blueprint



Governing lifecycle of Agent Users via Entra Identity 
Governance

• CISO Identity Management will have 
lifecycle workflows for agent users.

• This allows EIG to run automated tasks at 
each stage of the agent lifecycle (create, 
mover, leaver, joiner) and automate email 
notifications for owner/sponsor changes 
and attestation.

• Example: An EIG workflow that 
automatically notifies managers and co-
sponsors about an agent’s owner leaving 
the company. 



Monitor and Secure



Layered AI Data Protection Using Microsoft Purview, Microsoft 
Defender, and Governance

1 Prevention

• Purview restricts Copilot from processing sensitive 
information types or labeled content

• Entra ID and Conditional Access control Copilot access based 
on identity, device, and risk signals

2 Detection

• Purview Audit records user and admin interactions with 
Copilot and AI agents

• Defender for Cloud Apps identifies risky or anomalous OAuth 
app and agent behavior

3 Response

• Defender XDR supports investigation when AI activity 
correlates with security incidents

• eDiscovery and audit capabilities support investigation and 
legal preservation

4 Assurance

• Purview Compliance Manager and audit evidence support 
ongoing compliance assessment

Microsoft Purview – AI Observability

Microsoft Defender – Risky Agents



How Microsoft Does IT – Inside Track

Enterprise AI maturity in five steps: 

Our guide for IT leaders

Becoming a Frontier Firm: Our IT 

playbook for the AI era

Responding to the AI revolution with 

an AI Center of Excellence

AI at scale: How we’re transforming 

our enterprise IT operations at 

Microsoft

The future of work is here: 

Transforming our employee 

experience with AI

Powering agentic AI adoption at 

Microsoft: Our ‘Customer Zero’ story

AI in IT

Microsoft 365 Copilot for executives: 

Sharing our deployment and 

adoption journey at Microsoft

Deploying Microsoft 365 Copilot in 

five chapters

Fueling our Microsoft 365 Copilot 

adoption with gamification

Enabling meaningful AI adoption at 

Microsoft with a Microsoft 365 

Copilot Expo

Camp Copilot: Try our 7 tips for 

driving Microsoft 365 Copilot 

adoption with a virtual skilling event

Unlocking the value of Microsoft 365 

Copilot at Microsoft

M365 Copilot

How we’re tackling Microsoft 365 

Copilot governance internally at 

Microsoft

Empowering employee self-service 

with guardrails: How we’re using 

sensitivity labels to be more secure

Powering our data governance with 

Purview Unified Catalog

Reimagining content management at 

Microsoft with SharePoint

Riding the wave of agents washing 

over Microsoft with good governance

Moving to holistic lifecycle 

management: How we manage our 

Azure services at Microsoft

Tenant Governance

The agentic future: Becoming an AI-

first frontier firm at Microsoft

AI-powered agents in action: How 

we’re embracing this new ‘agentic’ 

moment at Microsoft

Unleashing API-powered agents: our 

internal learnings and guide

Deploying Microsoft Agent 365: How 

we're extending our infrastructure to 

manage agents at Microsoft

Reimagining how we collaborate with 

Microsoft Teams and AI agents

Accelerating employee services at 

Microsoft with the Employee Self-

Service Agent

Agents

Learn from the experts… https://aka.ms/insidetrack 

https://www.microsoft.com/insidetrack/blog/enterprise-ai-maturity-in-five-steps-our-guide-for-it-leaders/
https://www.microsoft.com/insidetrack/blog/enterprise-ai-maturity-in-five-steps-our-guide-for-it-leaders/
https://www.microsoft.com/insidetrack/blog/becoming-a-frontier-firm-our-it-playbook-for-the-ai-era/
https://www.microsoft.com/insidetrack/blog/becoming-a-frontier-firm-our-it-playbook-for-the-ai-era/
https://www.microsoft.com/insidetrack/blog/the-ai-revolution-how-microsoft-digital-it-is-responding-with-an-ai-center-of-excellence/
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https://www.microsoft.com/insidetrack/blog/the-future-of-work-is-here-transforming-our-employee-experience-with-ai/
https://www.microsoft.com/insidetrack/blog/powering-agentic-ai-adoption-at-microsoft-our-customer-zero-story/
https://www.microsoft.com/insidetrack/blog/powering-agentic-ai-adoption-at-microsoft-our-customer-zero-story/
https://www.microsoft.com/insidetrack/blog/microsoft-365-copilot-for-executives-sharing-our-deployment-and-adoption-journey-at-microsoft/
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https://www.microsoft.com/insidetrack/blog/microsoft-365-copilot-for-executives-sharing-our-deployment-and-adoption-journey-at-microsoft/
https://www.microsoft.com/insidetrack/blog/deploying-microsoft-365-copilot-in-five-chapters/
https://www.microsoft.com/insidetrack/blog/deploying-microsoft-365-copilot-in-five-chapters/
https://www.microsoft.com/insidetrack/blog/powering-our-microsoft-365-copilot-adoption-with-gamification/
https://www.microsoft.com/insidetrack/blog/powering-our-microsoft-365-copilot-adoption-with-gamification/
https://www.microsoft.com/insidetrack/blog/enabling-meaningful-ai-adoption-at-microsoft-with-a-microsoft-365-copilot-expo/
https://www.microsoft.com/insidetrack/blog/enabling-meaningful-ai-adoption-at-microsoft-with-a-microsoft-365-copilot-expo/
https://www.microsoft.com/insidetrack/blog/enabling-meaningful-ai-adoption-at-microsoft-with-a-microsoft-365-copilot-expo/
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We have an
exciting future ahead.



Expertise and tools for your journey

Technical expertise via 

our FastTrack partners

aka.ms/Microsoft/FastTrack

Tools, resources & training 

on our Adoption Hub

adoption.microsoft.com

Events and real-world 
knowledge in our 

community

aka.ms/TechCommunity



News & community content

Microsoft Community Learning 

aka.ms/Community/LearningChannel

Community led expert content on all your 

favorite Microsoft services.

Start your week with live news and event 
updates aka.ms/MondaysatMicrosoft
Watch live or on-demand & share our blog.

https://aka.ms/M365CopilotCommunity
https://aka.ms/M365CopilotCommunity


Stay Connected! 

Engage with the best 
community in tech…
There’s something for 
everyone! 

Microsoft Community on LinkedIn
News, announcements and training delivered to 

your news feed 

https://aka.ms/microsoftcommunitylinkedin

CommunityDays.org
Find or host a local event in your area 
or to match your interests 
www.communitydays.org 

Microsoft Tech Community
The community platform for Microsoft 365 – 

forums, blogs, and events 

https://aka.ms/joinMTC

https://aka.ms/microsoftcommunitylinkedin
https://www.communitydays.org/
https://aka.ms/joinMTC


The one stop shop for Microsoft ecosystem community events

www.communitydays.org

http://www.communitydays.org/


SharePoint at 25 short film: More than Code
In honor of SharePoint’s 25th birthday, More Than Code is a short film that explores the people, passion, and 

innovation behind one of the most transformative platforms in modern work. This film captures the stories of 

builders, leaders, and community champions who helped shape SharePoint into the knowledge backbone for 

collaboration, Copilot, and the next generation of agents.

SharePoint is more than code—it's 25 years of connection, innovation and impact.

Watch the digital premiere

Stream the documentary online

globally in late April and celebrate SharePoint’s 

25-year journey from anywhere.

Watch the SharePoint at 25 digital event

Prepare for the film with a special digital event 

featuring insights, stories, and what’s next for 

SharePoint in the era of AI.



Join MGCI – Learn, Share, Grow.

Learn, Share, Grow.

Event producers unite!

Join MGCI today!

https://aka.ms/MGCI

The Microsoft Global Community Initiative (MGCI) - 

Empowering global Microsoft communities with the 

tools, training, and resources to create impactful 

events and amplify diverse voices.

https://aka.ms/MGCI


Thank you to our 

Microsoft 

Most Valuable 

Professionals (MVP)

and Regional Directors!
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