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Deploying Microsoft 365 Copilot in five chapters
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Chapter 1: Getting Governance Right

Protect Sensitive Info with Labels

Highly confidential
The most critical data for Microsoft. Share it only with named recipients,

Intuitive labels

A C U |tU ral aware neSS IS aS Im pO rtant Sensitive business data crucial to achieving our goals. Limited distribution.
as policy enforcement.

A Labels must mean what they say

General

Business data that is not meant for public consumption, such as daily work product. Data
that can be shared internally throughout our organization.

Public
Public data is unrestricted data meant for public consumption, like publicly released source
code and announced financials. Share it freely,




Chapter 2: Implementation with Intention

Scaling out your licenses

0 1 3

Phase Zero Phase One Phase Two Phase Three

Early Validatio Business Scentl Readiness & Full Organization
Governan Access




Chapter 3: Driving Adoption to Capture Value

Change Management Comms and Readiness

/

6 Encourage Al Habits

Leadership Internal
Sponsors Champions




Chapter 3: Driving Adoption to Capture Value
Copilot in Viva Engage

gl

O @ D 8@ viekngage-Feed

<« O Q_  https://engage.cloud.microsoft

Engage

|®Hom-

@ Wona Kane

Explore
Communities
Leaders
Answers
Storylines
Analytics

Dashboard

Favorites

All company ©

¥ Giving Campaign
(23 sales Best Practices

n ‘Women ERG @

Communities

) Fannnctinne WEL ()

Q,  Search Viva Engage

PP

e Share your thoughts, ideas, or updates

B oiscussion Bl Question @ praise [ poll B Articte

+ Create new

[ ! Explore new updates from Lydia Bauer and others.

@ Announcement posted in All Company

Laurence Gilbertson

178
o Seen by 11,7

Welcome Carole Poland, our new Chief Executive Officer!
Today is the day we welcome Carole to the team! Carole brings over 15 years o

experience and a passion for driving culture. Please send a warm hello, welcom
onboard, and visit her storyline to learn more about her.

\

¥ Copilot

Across Engage

Hello Mona!

I'm here to help you get the most out of Viva Engage.

Select one of the suggestions below to get started

What are people talking about on Viva Engage?

Catch me up on community [community name]

Find all campaigns related to [subject]

Find me posts where | was @mentioned

Tell Copilot what to do, or use an example above. &

2




Time saved w/ Copil
Copilot adoption score

Satisfaction rate

Daily active usage
Monthly active usage

ot

Chapter 3: Driving Adoption to Capture Value

Measure Success

Business Value

User Satisfaction

Application Usage

Is the company
achieving the

target benefits?

Are the users
happy using it?

Are the target
using it?

T\

Lagging
Indicators

(+harder to
measure)

Leading
indicators

(+easier to
measure)

N

Success Measure Pyramid Author: Marcus Yourgtps://www.linkedin.com/in/marcus -young/
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Chapter 4: Building a Foundation for Support

Tiered Training Programs

On-Deman Scheduled Train-the-Trainer
Resour Workshop Models




Chapter 5. Extending Copilot through Agents

Personalized Al

@ Researcher

& ¥ Auto: GPT responses, refined by Claude (Frontier). Learn more

Prompt Coach

by Microsoft Corporation

What do you want to research today?

+ ‘K Computeruse «® Sources

O Microsoft 365 Copilot 0 Office app W Teams

hear(h sources

© ved

% 4.2 (19 ratings) ® we ©

T Microsoft 365 > @D

[ Project update &% Customer brief

Executive status report on Proje L ] Agents > @ Help me prepare for a meeting with
- ,i’l'? i Customer.
P FIcin g FFE'E 5 ave tﬂ m}l’ ||St n Adobe Experience Mana.. Q

0 Azure DevOps Q
4 Market analysis @ Daily briefing
Analyze the market position of B viewall Deselect all Show today's updates, tasks, and
Caompan next week. meetings to help me get started.

o Start with Prompt Coach Agent e Enable Connectors with Researcher
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Microsoft 365 Admin Center

A At-a-glance centralized views into Copilot for
your organization

A Optimize for success with Copilot controls

Reshma Kapoor A License Insights and Management

Microsoft 365 Admin
Center
/reshmakapoor



Copilot Management o0 addressing top issues

Security &
Governance

Customer Problem

Need safety of sensitive data and struggle to
identify gaps in the measures they have
implemented

Solution

Copilot Security
Visibility into security posture
Apply data leak prevention policies

Review sensitivity labels and compliance
recommendations

@ Management
Controls

Customer Problem

Need for comprehensive and contextual
guidance for efficient Copilot deployment
decisions

Solution

Copilot Overview

A Unified dashboard with metrics

A Contextual actionable insights

A Optimized for managing change and cost

Copilot Settings
Configuration optimization experiences

A New settings to manage expanded
Copilot capabilities

A Greater flexibility with additional Al
models available

Al experiences

A Enable critical admin workflows

Measurement &
Lol Reporting

Customer Problem

Need to track Copilot adoption and impact
metrics inline with deployment decisions

Solution

Copilot Usage
Visibility into adoption, credit
consumption and impact metrics for
more Copilot features
Connecting contextual usage insights in
workflows

Copilot Dashboard in Viva Insights
A Analyze adoption and impact metrics by
org metadata for more Copilot features




Copilot Overview: See It All
Act on What Matters

Essential KPIs spanning usage,
adoption, ROI, and satisfaction

A prioritized, action-oriented view of
what matters most

Actions informed by usage,
configuration, security, adoption,
licensing, and more

Change-management guidance and
supporting resources highlighted

@ Microsoft 365 admin center -+

I 0 08 9 o |

o°

K S & o 0 &

‘admin microsoft.com

Home > Overview
Copilot Control System

Overview Security Usage Health  About

Copilot analytics v

Active Copilot users

45,656

d Copiot user

Copilot adoption score

74/100 7+ 5 tsves

Daily adoption for licensed

Microsoft 365 Copilot
Microsoft 365 Copilot Chat

Copilot agents

View details

Top actions

oa Nov Dec

W Your organization Ml Peer benchmark

View details

e e\ e e e (e
Securily/\“ Agents ) /\Conﬂgulauon ) (license& ) Cﬂilhng\ Quop: rQ

Sensitive info not protected
Security

15K 1 23 mswek

sensitive info detections through Copilot usage

Needs action

Sensitive info types
Source cade
Social security numbers

Credt cards

Prevent data leakage

License requests pending © Needs action

43 1 2tiswee

Microsoft 365 Copilot licenses re

License requests

Blocked agents Needs action
4

blocked agents built by Microsoft

B¥ Prompt Coach

.4 Analyst

MW Visual Creator

Manage agents

High-usage users not licensed e

423

M365 users without Copilot licenses i 18,423

Unused Copilot ikcenses

Review requests

What's new in Copilot

Message center
16 unread messages

 (Updated) Chat visibility in the Microsoft 365 Copilot App

Copilot I d

Copilot licenses available to assign 8 423

View suggested users

& (Updated) Microsoft SharePoint: New web part for FAQs powered by Microsoft 365 Copilot

T Microsoft 365 Copilot: Introducing infinite scroll for chat history

@ (Updated) Express voice enroliment in Microsoft Teams

(Updated) Microsoft Viva: Copilot Dashboard - Broader access to M365 Copilot Chat insights

View all

Copilot assisted hours

92,656 v

Hours saved for licensed Copilot users

oet Nov
W Microsoft 365 Copilot

View details

Responses need more context &

7.6K

Micre 65 users affected by web search being off

Needs action

Users with web search off — 7,590

Users with web search on — 55 410

Manage web search

Copilot responses are limited

Recommended
Adoption —_—

Connect your Intranet data so Copilot can surface more relevant,
trusted results for your users.

D Azure DevOps work items

Recommended
@ serviceNow catalog T service management tools

File share

Connect websites

tenant1.contos

Satisfaction rate

82% 1 3tis week

Microsoft 365 Copilot

Microsoft 365 Copilot Chat

View details

Priority: All ¥ Type: All »

Copilot hidden in Windows &

Needs action
onfiguration

45.7K

Copilot licensed wsers can't find # in Windows

A Copilot setting s preventing licensed users from finding the
Copilot app in the Windows taskbar.

Manage pinning

People aren’t using the mobile app

2%

 M365 mobile users are using the Copilot mobile app

Recommended

Mobile users

W M365 Copilot mobile app users Ml Microsoft 365 mobile users

Review & send messages

See all v

Microsoft Agent 365 is now generally available

Agent 365 is the control plane for Al agents in Microsoft 365, Use it to discover, manage, and govern
agents at scale. Every agent has an identity, clear visibilty, and a full audit trail,just ke a user,

Explore featu

Learn more

{ =
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Microsoft 365 admin center

Home > Overview

& hittps//admin.microsoft.com

Copilot Control System

Overview  Security  Usage

Copilot analytics v

Active Copilot users

45,656 1 12 this week

Total licensed Copilot users

Microsoft 365 Copilot
Microsoft 365 Copilot Chat

Copilot agents

View details

Top actions

Sensitive info not protected
Security

15K A 223 this week

Health  About

— 45,656
—— 16,660

—— 9473

Needs action

sensitive info detections through Copilot usage

Sensitive info types
Source code
Social security numbers

Credit cards

Prevent data leakage

License requests pending ©

Licenses

43 1 2this week

I 423
— 335

—

Needs action

Microsoft 365 Copilot licenses requested

License requests

Unused Copilot licenses

Review requests

- 43

I 423

Q search

Copilot adoption score

74/1 OO A 5% this week

Daily adoption for licensed Copilot users

Oct Nov Dec

Jan Feb Mar

B Your organization I Peer benchmark

View details

Blocked agents
Agents

4

blocked agents built by Microsoft

B¥ Prompt Coach
' Analyst
“ Visual Creator

Manage agents

High-usage users not licensed
Billing

423

Copilot ficenses are available

M365 users without Copilot licenses
Copilot licenses assigned

Copilot licenses available to assign

View suggested users

Needs action

Popular

Popular

Needs action

— 18,423
——— 47,577

- 423

Copilot assisted hc

92,656

Hours saved for licens

B Microsoft 365 Cop

View details

Responses need m
Configuration

7.6K

Microsoft 365 users af

Users with web search

Users with web search

Manage web sez

Copilot responses
Adoption

Connect your Intral
trusted results for y

) Azure DevOpt
- ServiceNow ¢i

File share

Connect website

@y e
* tenantl.contoso.com =

e ¢

Active Copilot users X

Microsoft 365 Copilot N 45,656

4

Microsoft 365 Copilot Chat G 16,660

Copilot agents -am—— 9,473

Microsoft 365 Copilot ~ Copilot Chat ~ Copilot agents

Active licensed users

45‘7K N N% this week

Last updated: March 1, 2026 (UTC)

100K
75K

50K ———"\//_——-/

25K

Oct Nov Dec Jan Feb Mar

@ Active licensed users

The number of users who sent at least one message with Microsoft 365 Copilot during
the past 30 days.

Adoption by app A

The number of active users of Microsoft 365 Copilot and the top apps they are using
during the past 30 days.

1000
908

800
678

600 l 501
==

View more in Usage reports

Analysis of licensed and
unlicensed Copilot usage,
including time trends and
application-specific
breakdowns.



& Microsoft 365 admin center +
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Microsoft Confidenti

Microsoft 365 admin center

Home > Overview

‘admin.microsoft.com

Copilot Control System

Overview  Security

Copilot analytics v

Active Copilot users

45,656 A 12% this week

Total licensed Copilot users

Microsoft 365 Copilot
Microsoft 365 Copilot Chat

Copilot agents

View details

Top actions

Sensitive info not protected
Security

1 5K N 223 this week

Usage

Health  About

N 45,656
—— 16,660

—— 9473

Needs action

sensitive info detections through Copilot usage

Sensitive info types
Source code
Social security numbers

Credit cards

Prevent data leakage

License requests pending
Licenses

43 1 2thisweek

I 423
EE— 335

234

Needs action

Microsoft 365 Copilot licenses requested

License requests

Unused Copilot licenses

Review requests

- 43

N 423

Q Search

Copilot adoption score

74/100 4 5% this week

Daily adoption for licensed Copilot users

Oct Nov Dec

Jan Feb Mar

B Your organization M Peer benchmark

View details

Blocked agents
Agents

4

blocked agents built by Microsoft
B¥ Prompt Coach

' Analyst

‘ Visual Creator

Manage agents

High-usage users not licensed
Billing

423

Copilot licenses are available

M365 users without Copilot licenses
Copilot licenses assigned

Copilot licenses available to assign

View suggested users

Needs action

Popular

Popular

Needs action

—— 18,423
—— 47,577

- 423

Copilot assisted

92,656

Hours saved for lic

Oct Nov
B Microsoft 365 ¢

View details

Responses need
Configuration

7.6K

Microsoft 365 user

Users with web sea

Users with web sea

Manage web ¢

Copilot respons

Adoption

Connect your Inf
trusted results fc

) Azure DevC
. ServiceNow

File share

Connect webs

g 2 0 Q e 8.

= tenant1 contoso.com i =
Al adoption score X

Adoption score

74/100 1 ssunis week

68/100 Peer benchmark @

Last updated: March 1, 2026 (UTC)

Oct Nov Dec Jan Feb Mar

M Your organization M Peer benchmark

The Al adoption score represents the extent to which users in your organization have
made Microsoft 365 Copilot a daily habit.

How your score is calculated ~

To get a score of 100, all users with a Copilot license in your org must have used
Copilot for an average of at least 3 days per week over the past 4 weeks. Learn more
about how your score is calculated

Most used features ~

The Al adoption score is driven by how frequently people in your organization are using
Microsoft 365 Copilot features. The more people using Copilot features daily, the higher
the overall score.

Summarized chats and channel conversations in Microsoft Teams 2240/2800
e ———]
Summarized documents in Word 1950/2800

View more in Al adoption score
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Microsoft 365 admin center

Home > Overview

admin.microsoft.com

Copilot Control System

Overview  Security  Usage

Copilot analytics v

Active Copilot users

45'656 N 12% this week

Total licensed Copilot users

Microsoft 365 Copilot
Microsoft 365 Copilot Chat

Copilot agents

View details

Top actions

Sensitive info not protected
Security

15K A 223 this week

Health  About

I 45,656
— 16,660

— 9473

Needs action

sensitive info detections through Copilot usage

Sensitive info types
Source code
Social security numbers

Credit cards

Prevent data leakage

License requests pending ©

Licenses

43 1 2this week

I 423
S 335

—

Needs action

Microsoft 365 Copilot licenses requested

License requests

Unused Copilot licenses

Review requests

- 43

I 423

78 Guest g

Q search

Copilot adoption score

74/100 A 5% this week

Daily adoption for licensed Copilot users

Oct Nov Dec

Jan Feb Mar

B Your organization I Peer benchmark

View details

Blocked agents
Agents

4

blocked agents built by Microsoft

B¥ Prompt Coach
' Analyst
“ Visual Creator

Manage agents

High-usage users not licensed
Billing

423

Copilot ficenses are available

M365 users without Copilot licenses
Copilot licenses assigned

Copilot licenses available to assign

View suggested users

Needs action

Popular

Popular

Needs action

— 18,423
———— 47,577

- 423

Copilot assisted

92,656

Hours saved for lict

Oct Nov
B Microsoft 365 ¢

View details

Responses need
Configuration

7.6K

Microsoft 365 user|

Users with web sea

Users with web sea

Manage web ¢

Copilot respons

Adoption

Connect your Inf
trusted results f¢

) Azure Dev(
- ServiceNow

File share

Connect webs

e ¢

* tenantl.contoso.com

Copilot satisfaction rate X

Microsoft 365 Copilot ——e 82%
Microsoft 365 Copilot Chat e — 69%
Microsoft 365 Copilot  Copilot Chat

Satisfaction rate

829% 1 3% this week

Last updated: March 1, 2026 (UTC)

90%
85%
80% /’\//
75%

70%
Oct Nov Dec Jan Feb Mar

B Microsoft 365 Copilot

The number of users who provided positive feedback with Microsoft 365 Copilot during
the past 30 days.

Thumbs up by app ~N
85%
82%
80%

7%
75% 73%
70%
66%
65%
60%

View more in Product feedback

Insights on Satisfaction
(Thumbs Up) for both
licensed and unlicensed
Copilot, including time
trends and breakdowns by
application.



Q> Microsoft 365 admin center “+

¥ @ g
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Copilot Overview: Top
Actions

Microsoft 365 admin center C rc B

tenantl.contoso.com

Home > Overview

I

|Z Copilot Control System ]

e Overview  Security Usage Health  About . a

A Tailored to you Actions surfaced

o based on your role, access, and

* tenant state

fa

=)

85

@

® Sorted by urgency Prioritized so the
2 top risks and opportunities surface
e first

@

= Top actions
VSe:uri(y Agents Configuration \ Billing Adoption

Priority: All v Type: All ¥

Sensitive info not protected s achon Blocked agents Kiosueaction I?esponses need more context (D

Security Agents Configuration

Copilot hidden in Windows ®

onfiguration

Needs action Needs action

Act in context Take action directly

15K 1 223 this week 4 7.6K 45.7K f h d [ h
sensitive info detections through Copilot usage bloc s built by Microsoft 365 users affected b being off Copi i users can't find it in Windows rom t e Car y no ConteXt SWItC Ing
Sensitive info types B¥ Prompt Coach Popular Users with web search off — 7,590 A Copilot setting is preventing licensed users from finding the

Source code S 423 Users with web search on —— 58,410 Copilot app in the Windows taskbar.

' Analyst Popular

Social security numbers — 335

Credit cards — ) 34

” Visual Creator

Prevent data leakage Manage agents Manage web search Manage pinning

License requests pending © N et High-usage users not licensed R i Copilot responses are limited Fp—— People aren’t using the mobile app p—IT

Data-driven, peer-informed

Licenses Billing Adoption Adoption .
43 A 2 this week 423 Connect your Intranet data so Copilot can surface more relevant, 2% B e n Ch m ark reCO m m e n d a.tl O ns
oo gt gl powered by your tenant data and
License requests - 43 M365 users without Copilot licenses 18,423 ) Azure DevOps work items Recommended Mobile users

Unused Copilot licenses I 423

Review requests

Microsoft Confidential

Copilot licenses assigned

Copilot licenses available to assign

View suggested users

— 47,577

423

ServiceNow catalog

File share

Connect websites

IT service management tools

Popular

PR ==
B M365 Copilot mobile app users Il Microsoft 365 mobile users

Review & send messages

peer insights



ADeep dive
INto eac
signal

Monitor and
understand

security and
governance
for coplilot

Understand
deep usage

analytics with

the new
usage pivot

& Microsoft 365 admin center +

&< > G @ nhips//adminmicrosoftcom

8 9 ®

R
(=]
o
e
=
B
Q
&
2
k<
@

Microsoft 365 admin center

Home > Overview

Copilot Control System

Overview  Security Usage  Health  About

Copilot analytics v

Active Copilot users

45’656 A 12% this week

Total licensed Copilot users

Microsoft 365 Copilot
Microsoft 365 Copilot Chat

Copilot agents

View details

Top actions

Sensitive info not protected
Security

1 SK N 223 this week

sensitive info detections through Copilot usage

Needs action

Sensitive info types
Source code
Social security numbers

Credit cards

Prevent data leakage

License requests pending

Licenses

43 1 2thisweek

Microsoft 365 Copilot licenses requested

Needs action

License requests - 43

Unused Copilot licenses I 423

Review requests

Q Search

Copilot adoption score

74/100 4 5% this week

Daily adoption for licensed Copilot users

Oct Nov Dec Jan

B Your organization M Peer benchmark

View details

Blocked agents
Agents

4

blocked agents built by Microsoft

Needs action

B¥ Prompt Coach Popular
' Analyst Popular
M visual Creator

Manage agents

High-usage users not licensed
Billing

423

Copilot licenses are available

Needs action

M365 users without Copilot licenses I 18,423
Copilot licenses assigned —— 47,577

Copilot licenses available to assign - 423

View suggested users

tenant1.contoso.com

Copilot assisted hours

92,656 A 8% this week

Hours saved for licensed Copilot users

B Microsoft 365 Copilot

View details

Responses need more context (O
Configuration

7.6K

Microsoft 365 users affected by web search being off

Needs action

Users with web search off — 7,590

Users with web search on ——— 58,410

Manage web search

Copilot responses are limited

(Recommended) ~ +-+
Adoption & =

Connect your Intranet data so Copilot can surface more relevant,
trusted results for your users.

) Azure DevOps work items Recommended

. ServiceNow catalog IT service management tools

File share Popular

Connect websites

Guest g

0

Satisfaction rate
82% A 3% this week
User satisfaction for licensed Copilot users

Microsoft 365 Copilot —— 82%
B ]

Microsoft 365 Copilot Chat 69%

View details

Priority: All v Type: All v

Copilot hidden in Windows
Configuration

45.7K

Copilot licensed users can't find it in Windows

Needs action

A Copilot setting is preventing licensed users from finding the
Copilot app in the Windows taskbar.

Manage pinning

People aren't using the mobile app
Adoption

2%

of M365 mobile users are using the Copilot mobile app

(Recommended)

Mobile users
RSN ==
B M365 Copilot mobile app users Il Microsoft 365 mobile users

Review & send messages




Security and data governance insights and control

B Microsoft 365 admin center +

< S G () https//admin.microsoft.com % Guest (&

Microsoft 365 admin center Q search

tenant1.contoso.com

Home > Overview

0]
Copilot Control System O
|2
P : :
Overview  Security Usage Health  About
i)
AR Copilot already includes built-in security controls powered by Microsoft Purview. Use this
dashboard to get additional insights and controls to further protect your data.
Q
=B Learn about data protection in Copilot (3 ' £ Protected by Microsoft Purview
=
8 Prevent data leaks
Default protections in place Policy is monitoring only
€3
@ Policy running: Protect sensitive Microsoft 365 Copilot interactions Prevent data leakage in Copilot interactions
;t X L X Current status
o i o We've detected the following sensitive info types in your org. Turn on a
@ All Copilot interactions are scanned for sensitive info. R R % : : ) .
W policy to prevent sensitive info from being used in Copilot. Prompts with sensitive info types
© Sensitive info monitored for all users. —_ - . 15K
Top sensitive info types found in interactions @ 240
L S e — Total prompts
M Source code M Social Security numbers Ml Credit cards 48K
® M ABA routing numbers Il User login credentials View all
5] Manage policy
Fau]
&
& Manage data oversharing
® Default protections in place Not started
@ @ Copilot honors sensitivity labels and permissions for files, preventing potential oversharing. Reduce oversharing risks Sensitive info prevented from oversharing
= @ Specific SharePoint sites can be prevented from being used in Copilot. Apply sensitivity labels and tighten permissions to limit access to sensitive Files referenced with labeling protection
files and sites in Copilot. 0/84K

What we found Files referenced with limited permissions




@ Microsoft 365 admin center +
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Microsoft 365 admin center

Manage data oversharing

Default protections in place

@ Copilot honors sensitivity labels and permissions for files, preventing potential oversharing.

@ Specific SharePoint sites can be prevented from being used in Copilot.

Strengthen data compliance

Default protections in place

9 Copilot is checked against Microsoft recommended Al compliance standards.
@ Essential actions are enforced to keep Copilot interactions secure.

@ Compliance scores are monitored in real time and logged in audit-ready reports for continuous tracking.

ABA routing numbers

Manage policy

Not started

User login credentials View all

Reduce oversharing risks

Apply sensitivity labels and tighten permissions to limit access to sensitive

files and sites in Copilot.

What we found

SharePoint sites referenced

521

Improve permissions

In progress

Files referenced

84K

Enhance compliance for Copilot interactions

Complete the suggested actions to meet Microsoft recommended Al
compliance standards and keep Copilot interactions secure.

Completed by Microsoft
157

View details

Completed by your organization

0/135

L = a I
D O & o .8
enant1.contoso.com U < i e @ 2

Discover data
Files referenced with labeling protection OverSharlng INS Ights
0/84K through label

Sensitive info prevented from oversharing

Files referenced with limited permissi

0/48K

Breakdown of recommended actions

Protect Copilot when it is deployed 30/65
I I E——

Manage, govern, and ensure transparency on data 47/87
| ]

Proactively identify, manage, and reduce risks 80/150
1

M Completed by Microsoft Il Completed by your organization Ml Remaining
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Microsoft 365 admin center

Home > Overview

Copilot Control System
Overview  Security Usage  Health  About

Copilot already includes built-in security controls powered by Microsoft Purview. Use this
dashboard to get additional insights and controls to further protect your data.

Learn about data protection in Copilot (3 ' £ Protected by Microsoft Purview

Prevent data leaks

Default protections in place
@ Policy running: Protect sensitive Microsoft 365 Copilot interactions

© Al Copilot interactions are scanned for sensitive info.

© Ssensitive info monitored for all users.

Manage data oversharing

Default protections in place

@ Copilot honors sensitivity labels and permissions for files, preventing potential oversharing.

@ Specific SharePoint sites can be prevented from being used in Copilot.

Q Search

Policy is monitoring only

Prevent data leakage in Copilot interactions
We've detected the following sensitive info types in your org. Turn on a

policy to prevent sensitive info from being used in Copilot.

Top sensitive info types found in interactions @ 240
I R S S S

B Source code M Social Security numbers M Credit cards

M ABA routing numbers Il User login credentials View all

Manage policy

Not started

Reduce oversharing risks

Apply sensitivity labels and tighten permissions to limit access to sensitive
files and sites in Copilot.

What we found

tenant1.contoso.com

Current status

Prompts with sensitive info types

15K

Total prompts

48K

Sensitive info prevented from oversharing

Files referenced with labeling protection

0/84K

Files referenced with limited permissions
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. Prevent data leakage in Copilot interactions
o Copilot Control System
Turn on a policy to prevent Copilot from processing prompts that include sensitive
jo . 3 info. Learn more about Microsoft Purview Data Loss Prevention policies
Overview  Security Usage Health  About
= Policy name
AR Copilot already includes built-in security controls powered by Microsoft Purview. Use this Ripgect sehsitive Microsoft 365 Copilot [ikemctions

dashboard to get additional insights and controls to further protect your data. s
Sensitive info types

@ All Copilot interactions are scanned for sensitive info.

@ Sensitive info monitored for all users.

We've detected the following sensitive info types in your org. Turn or
policy to prevent sensitive info from being used in Copilot.

30 users selected
0 groups selected

Select users and groups

e
ion i i ] Protected by Microsoft Purview R
Learn about data protection in Copilot (3 | £ y Mi vi 100 sensitive info types selected
= | View sensitive info types
5 Prevent data leaks Top sensitive info types found in interactions @ 240
| i— |

@ M Source code M Social Security numbers Bl Credit cards Bl ABA routing numbers

Default protections in place Policy is monitoring only B User login credentials View all

@ Policy running: Protect sensitive Microsoft 365 Copilot interactions Prevent data leakage in Copilot interactions Users and groups
k2
@

Top sensitive info types found in interactions @
e |l

Locations
M Source code M Social Security numbers Bl Credit cards X X
- . - ) ) ) Microsoft 365 Copilot
) ABA routing numbers User login credentials View all Copilot chat
9 Manage policy Actions
v Prevent Copilot from processing user prompts that include sensitive info
Fom]
What to expect
& | » When a policy is turned on, it takes up to 24 hours for the policy to go into effect.
« The policy can be customized further with Microsoft Purview Data Loss Prevention.
2 Manage data oversharing
® Default protections in place Not started
i

@ Copilot honors sensitivity labels and permissions for files, preventing potential oversharing. Reduce oversharing risks

Apply sensitivity labels and tighten permissions to limit access to sent
files and sites in Copilot.

9 Specific SharePoint sites can be prevented from being used in Copilot.

Turn on policy Cancel

What we found
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Home > Overview

Y Home
. Copilot Control System O
T Copilot ~
| overview
Overview  Security Usage Health  About

Connectors

Search

Prompts

o Copilot adoption summary Copilot adoption breakdown
Licensing
Billing & usage Total Microsoft 365 licenses
. 83,500
Settings
Total Microsoft 365 Copilot licenses
& Agents v 66,823
58,000 | -
& Users v Active Copilot users Microsoft 365 Copilot licenses assigned
66,400
S Roles ~ ,
=] All active Copilot users
Y e 58,000
B Billing v
£3 Support v H A ' ' i ' ) i !
ctive Microsoft 365 Copilot users [l Active Copilot Chat users B Active Microsoft 365 Copilot users [l Active Copilot Chat users
@3 Settings - Microsoft 365 users not using Copilot
1 Reports v
@ Health v
Detailed adoption
Show all Usage over the last 30 days
Copilot Chat usage (unlicensed) Microsoft 365 Copilot usage (licensed)
i : Active users over time :
Active users Avg daily active users Active users over time Last updated: 11/17/25 Enabled users Active users Last updated: 11/17/25

11,500 8,050 12 66,400 46,500 K

9K W 20K WW (|

Copilot Chat is the secure and compliant generative 6K Microsoft 365 Copilot is embedded in the apps 15K
Al chat experience that's already available to you already use every day, connected to your

everyone in your organization — even for users work data, and backed with enterprise-grade oK
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fnr  Home
& Copilot ~
| Overview

Connectors

Search

Prompts

Billing & usage

Settings
* Agents v
& Users v
&a Roles v
£ Billing v
@ Support v
£33 Settings v
1 Reports v
% Health v

Show all

Copilot Chat usage (unlicensed)

Active users Avg daily active users

11,500 8,050

Copilot Chat is the secure and compliant generative
Al chat experience that's already available to
everyone in your organization — even for users
without a Microsoft 365 Copilot license.

View more ()

Agent usage

Active users

58,293

Active agents

18,653

Agents allow your employees to delegate time-
intensive tasks so they can reallocate time
doing more productive work.

View more ()

Credit usage

Credits used

126K

Copilot credits help you manage metered
consumption costs for Microsoft 365
Copilot Chat. This gives you visibility into
credits used associated with your Microsoft
365 Copilot pay-as-you-go billing policies.

View more (Y

Active users over time Last updated: 11/17/25

12K
oK W
6K

3K

1017 10/21  10/26 10/31 11/06 12 17

B Unlicensed active users

Active agents over time Last updated: 11/17/25

20K
=K W
10K

5K

1017 10/21 10/26 10/31 11/06 nnz nn7

W Active agents

Credits used over time Last updated: 11/17/25
8K
6K

4K

2K

1017 10/21 10/26 10/31 11/06 /2 117

B Credits used

Microsoft 365 Copilot usage (licensed)

Active users

46,500

Enabled users

66,400

Microsoft 365 Copilot is embedded in the apps
you already use every day, connected to your
work data, and backed with enterprise-grade
security, privacy, and compliance.

View more (Y

Copilot search usage
Active users Total searches

16,737 65,829

Copilot app helps employees be more
productive by providing a single place to
access Copilot search, chat, agents, and
mare.

View more ()

Copilot assisted hours

744K

Understand the impact of Copilot
usage in your organization

Explore analytics about how Copilot is adding value for
your organization.

View Copilot dashboard

‘ Powered by Viva Insights

B B O &

&4 Copilot

Active users over time Last updated: 11/17/25

25K
20K ’\/\/W
15K

10K

1017 10/21 10/26 10/31 11/06 nn2 nnr

B Active users

Searches over time Last updated: 11/17/25
8K
6K

4K

2K

1017 10721 10/26 10/31 11/06 nnz nn7?

B Total searches

Mierasoft Capilet Dashbaard -

activate Copiotfor your arganization

Be o8




Copil ot Control

N O N

New Optimize pivot New controls in Copilot Enhanced view for all

n Highlights key configurations settings Copilot settings
that drive Al success n Al models v Filtering

n Status + impact in one view n Media generation n Improved discoverability

n Tenant signals enhanced with v Product integrations n Recent pivots
peer comparisons

\_ N €
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= Copilot settings
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@ Home
q Optimize  View all
% Copilot ~ Outcome
based
Overview groupings
To help everyone have a secure, compliant, and seamless experience, we recommend that you
Connectors adopt Microsoft's recommended deployment guidance for organizations like yours,
Learn more about Microsoft's recommended deployment
Search
Prompts Deployment essentials Data security User experiences
Licensing Your progress 75% Your progress 25% Your progress 67%
.| L] .|
Billing & usage 3 out of 4 actions completed 1 out of 4 actions completed 2 out of 3 actions completed
: Take the required and recommended actions to deploy and start using Copilot and Copilot Chat Copilot is secure by default and grounded in enterprise security, privacy, and compliance standards. To review Enable smarter workflows and faster user onboarding by configuring high-value Copilat scenarios.
Settings q ploy g Copi P p Y g P privacy. P 9 by configuring hig| P
and update data security controls, go to the Security tab in Capilot Hub.
£ Agents v
o Required Recommended Optional
N
& Users 4 1 0
Status and
g‘ Roles v Impact (for
your org)
v Name Status | Impact
B Billing v
~ 0 Deployment essentials
£2 Support v ) )
Get users on a supported update channel ® Action required Users not on supported channels: 50%
83 Settings ~ M I i
Turn on web search for Microsoft 365 Copilot and Microsoft 365 Copilot Chat Completed On for everyone
~ . in assi
B1 Reports Assign the Al Administrator role Completed Admin assigned
fra ™
%' Health ~ Allow Copilot access for your users Completed On for everyone
~ & Data security Recommended
=+ Showall . . next stepsy
Prevent data leakage in Copilot interactions : Action required Enforcing for 1% of people tailored to your
tenant
® At . .
Prevent SharePoint content from being overshared Action required Files protected : 0%
. ) ® Action recommended Actions completed : 55%
Enhance data compliance for Copilot interactions
.
Turn on audit logs for your org Completed On for everyone
~ € User experiences
Pin Copilot in the Microsoft 365 apps ® Action required Off for everyane
) ® Completed On for everyone
Allow access to agents deployed to Microsoft 365
® Completed On for everyone

Turn on muttimodal input and output for Copilot
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opl at. compliance standards. 10 review and update data security controls, go to the Security
= tab in Copilot Hub.
@ Home Review Manage
T Copilot ~
. Required Recommended
Overview 1 2
Connectors
Sy v Name status (D) | Scope
Prompts v @ Deployment essentials
Licensing . . . .
Turn on web search for Microsoft 365 Copilot and Microsoft 365 Copilot Chat @® Completed On for everyone
Billing & usage e . .
Pre-requisite licenses assigned @® Completed Assigned for all
I Settings . .
Assign someone the Al administrator role @® Completed Admins assigned: 1
# Agents M Set up Copilot pay-as-you-go billing @® Completed Set up complete
&  Users v Users on supported update channel @® Completed Current for everyone
é)- Roles o Billing account set up @ Completed Set up complete
. Allow the Copilot app for your end users @® Completed On for everyone
B Billing v
Set up OneDrive for your users @® Completed On for everyone
@ Support v
v 6 Data security
€§3 Settings v
Prevent SharePoint content from being overshared @ Action required Files protected: 0
Reports v . — .
il P Enhance data compliance for Copilot interactions @ Action recommended Actions completed: 35
% Health v Prevent data leakage in Copilot interactions ® Completed On for everyone
Turn on audit logs for your org @® Completed On for everyone
Show all
v A User experiences
Enable Copilot image generation @ Action recommended Off for everyone
Pin Copilot in the Micrasoft 365 app ® Completed On for everyone
Pin Microsoft 365 Copilot to the Windows taskbar @® Completed On for everyone
Enable intelligence in Teams meetings @ Completed On for everyone
Allow users to use agents deployed to Microsoft 365 @ Completed On for everyone

fenant
tenant1.contoso.com
scenarios.

Manage




B Microsoft 365 admin center —+

&~ > G o] <://admin.microsoft.com 78 Guest 2

t1.contoso.com

(t Home
T Copilot ~

Overview

Connectors

Search

Prompts

Licensing

Billing & usage

I Settings

& Agents v
& Users v
Sa Roles v
B Billing v
@ Support v
€§3 Settings v
b1 Reports v
% Health v

Show all



