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Session feedback surveys

We want to hear from YOU!

Share your feedback to make next years conference even better!

Here’s how –

• Simply go to the Whova App on your smartphone.

• Scroll down on the M365 Community Conference Homepage to 

‘Additional Resources’ to click “Surveys’.

• Click Session Feedback.

• Scroll down to find this session title.

• Complete the session feedback survey.

• Finally, click ‘Submit’.

It’s just that easy!
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Azharullah Meer
Sr. Product Manager



Agenda

1

2

3

4

Agent Ecosystem

Agent Governance + Demo

5-phase ALM framework: Discovery → Design → Build → Deploy → Monitor
Agent Lifecycle Management + Demo
DLP, Environment Strategies, Identity, Security, and Purview

FastTrack & Resources
How FastTrack Accelerates Your Agent Governance Journey

Understanding the Spectrum of Agents and Governance Needs



The Agent Ecosystem



Agents

A broad ecosystem of 
pre-built Agents available 
in the Agent Store, 
Microsoft 365 apps, and 
tools to build your own 
Agents in Copilot Studio.



Zone 1 Zone 3

IT Helpdesk Agent

How do I connect to the 
corporate network?

Device Refresh Agent

Request a new laptop and 
send approvals via IT Service 
tool.

Lead Gen Agent

The Agent has identified and 
researched 15 new leads for 
you to review.

Project Tracker Agent

What is the status of phase 2 
for project X and the 
remaining budget?

Budget Management Agent

Review outstanding open POs 
and begin financial planning.

Customer Support Agent

The Agent has identified new 
support issues and triaged to 
other Agents.

Explore a Continuum of Solutions



Zoned Security, Governance, and Operations

Secure

Govern

Monitor

Purpose

Citizen Dev Agent creation (DIY) for 
personal use and experimentation with 

safe defaults

Team or Department Agents in the 
partnered DIY zone require formal 

assistance and oversight from a DIY coach, 
but are built by trained citizen developers

Large, potentially risky Agents in the 
professional development zone are 

reserved for pro dev & IT-led 
development only

Only M365 and Power Platform 
Connectors 

Agents run in user’s context only

Zone specific Advanced Connector 
policies in Power Platform Admin Center

Teams share access to approved Data 
sources

Scale with Environment groups + rules
Additional Runtime Protection

Zone specific Advanced Connector 
policies in Power Platform Admin 

Center + Purview

Personal use Agents in Developer 
Environments. Environment routing 

keeps Agents isolated to maker. 
Sharing disabled and scoped to just 

Maker use

Admin approved environments 
provisioning

Scoped roles and sharing policies
ALM Pipelines for Agent versioning

IT-admin approval to publish Agents

Manage sharing via Integrated Apps 
in Microsoft Admin Center

Review Agent usage in Copilot Hub in 
Power Platform

Track Agent usage and security posture in Microsoft Admin Center, Microsoft 
Purview, 

and Power Platform Admin Center

Zone 2Zone 1 Zone 3



Top Security and Governance Concerns About Generative AI  

Data Oversharing 

and Data Leaks

80%
of leaders cited leakage of 
sensitive data as their main 

concern1

Identification of 

Risky AI Use 

41%
of security leaders cited that the 

identification of risky users 
based on queries into AI was one 
of the top AI controls they want 

to implement2

AI Governance and 

Risk Visibility

84%
want to feel more confident 

about managing and discovering 
data input into AI apps and tools2

1. First Annual Generative AI study: Business Rewards vs. Security Risks, Q3 2023, ISMG, N=400
2. Microsoft data security index 2024 report

https://clouddamcdnprodep.azureedge.net/gdc/gdcqTplAT/original?culture=en-us&country=us
https://clouddamcdnprodep.azureedge.net/gdc/gdcqTplAT/original?culture=en-us&country=us


Agent Governance
Copilot Control System
Agent 365



What are the challenges you face 
securing, governing and scaling 

Agents today?



Copilot + Agents

Security & 
Governance

Management 
Controls

Measurement 
& Reporting

Data Security Copilot licensing Readiness and adoption

AI Security Agent lifecycle Productivity shifts

Compliance & privacy Metering controls Business value & ROI

Copilot Control System



Existing Security and Governance Capabilities
Prepare

Rules – Limit Agents sharing using Rules 
in PPAC and MAC.

Maker alerts – Review security alerts 
before publishing an Agent when secure 
defaults are modified.

Authentication – Configure Agents 
manual authentication to use Entra ID 
with certificate provider in Copilot Studio 
to fulfill Secure Future Initiative 
requirements.

SharePoint Agents – Only users who can 
create or access files on a SharePoint site 
can create or access Agents. Adheres to 
content access protocols including file 
sensitivity labels, Restricted Access 
Control policy, and Restricted Content 
discovery. Responds based on asker’s 
permission settings.

Govern 
Advanced Connector Management – 
Govern various Agent features 
(knowledge, actions, connectors, publish, 
channels, auth, app-Insight, skills, etc.) 
through connector management in the 
Power Platform Admin Center (PPAC).

Data Compliance – Retain all the data in 
Agent interactions with retention policies 
in Data Lifecycle Management and record 
all the activity logs in Microsoft Audit. 
Organizations can conduct investigations 
using eDiscovery to preserve, collect, and 
review all relevant data.

Communication Compliance – Set up 
policies to detect prompts containing 
sensitive data and non-compliant data 
allowing them to have visibility into 
potential risks.

Security Copilot – Support investigation, 
blast-radius, and response. Protects 
outcomes.

*Agent 365 – Provides centralized 
governance and lifecycle visibility.

Discover 
Data Security Posture Management 
(DSPM) for AI – Receive recommended 
actions for quick responses during 
incidents,.

Activity Explorer in DSPM for AI – 
Discover all Agents as well as the 
sensitivity of data in user prompts and 
Agent responses as well as potential risky 
AI usage.

*Agent 365 – Central inventory and 
visibility layer – helps IT understand what 
Agents exist, who owns them, and where, 
they’re used across the organization. 

Protect 
Risky AI usage indicators – Detect and 
respond to these potential incidents to 
minimize the negative impact.

Information Protection – view the highest 
sensitivity label in an Agent’s Knowledge 
with SharePoint response and honoring 
sensitivity labels through label 
inheritance, as well as enforcing label 
permissions. 

DLP for Copilot – When DLP for Copilot 
is set, Copilot Agents created by end-
users and makers are also protected when 
the data source is SharePoint.

Data Oversharing Assessments –These 
assessments can pinpoint sensitive data 
referenced by Copilot and Copilot Agents 
when data source is SharePoint.

Data Masking – Implement a mask policy 
on a table in Power Apps to safeguard 
sensitive data, which will be honored by 
Copilot Studio.

Additional Runtime Protection – Add an 
additional layer of defense and safeguard 
against threats like prompt injection 
attacks using preferred security 
infrastructure.

Learn more:  aka.ms/CopilotStudioSecurity

https://admin.powerplatform.com/
https://learn.microsoft.com/en-us/microsoft-365/admin/manage/manage-shared-agents?view=o365-worldwide
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://learn.microsoft.com/en-us/sharepoint/restricted-content-discovery#what-is-restricted-content-discovery
https://learn.microsoft.com/en-us/sharepoint/restricted-content-discovery#what-is-restricted-content-discovery
https://admin.powerplatform.com/
https://aka.ms/CopilotStudioSecurity
https://aka.ms/CopilotStudioSecurity


Existing Controls, Visibility & Oversight

Management Controls Measurement & Reporting

Environment routing, 
groups, and rules

Admins can configure 
environment routing in PPAC to 
provide their makers a safe 
space to build Agents & scale 
environment provisioning.

Maker message 

Admins can configure welcome 
message in PPAC to inform 
makers about important privacy 
and compliance requirements 
for Agents.

AOAI cross geo 

Admin disable AOAI cross geo 
control to avoid gen AI calls from 
going outside the geographic 
boundary.

Pipeline 

Admins can configure Pipeline 
in Copilot Studio to ensure 
that Agent deployment to 
shared environments are 
approved.

Disable Agents 

Admin can disable Agent 
Builder, Workflows Agent, and 
App Builder experience in 
M365 Copilot in Microsoft 
Admin Center (MAC). 

Activity Explorer in 
DSPM for AI 

Discover all Agents as well as the 
sensitivity of data in user prompts 
and Agent responses as well as 
potential risky AI usage.

SharePoint Agents 
Admins can limit or disable 
SharePoint Agents via licensing 
assignment, setting a team site as 
private, set site permissions. 
Admins can also use RCD (disable 
site by site) or RAC (restrict access 
to identified users) to restrict 
access. Admins can also disable 
access via the SP Online 
Management Shell.

Audit logs 

Admins have full visibility into 
their Agents’ makers & 
authenticated end users audit 
logs in Microsoft Purview.

Monitor & alerts 

Admins can monitor and 
receive alerts on Agent 
activities through Microsoft 
Sentinel.

Usage

Admin can see usage & active 
Agents count of Agent Builder 
Agents and Agents that get 
shared in M365 in MAC.

Inventory 

Admins can see inventory of 
Agent Builder and Agents that 
get shared in M365 in MAC.

SharePoint Agents 

Unique views (rendered chat instances with the Agent) available 
from SharePoint site statistics. Within Azure, admins can access 
consumption data. Using Microsoft Purview, Admins can see file-
based audit events and configure Agent files to be included in 
Insider Risk Management or DLP policies and reports. Additional 
metrics coming soon via the M365 Admin center, PowerShell, and 
Copilot Analytics dashboard.

Disable Agent 
sharing 

Admin can disable sharing 
Agent Builder Agents in M365 
Copilot in Microsoft Admin 
Center (MAC). 

Reassign Agents 

Admin can reassign Agent Builder 
Agent owners in M365 Copilot in 
Microsoft Admin Center (MAC). 

Learn more:  aka.ms/CopilotStudioSecurity

https://aka.ms/CopilotStudioSecurity
https://aka.ms/CopilotStudioSecurity


What governance applies to Agents across the organization?

How are Agents built, configured, and promoted?

How are policies applied when Agents operate?

Zone 3
Professional Development Zone

Zone 1
Citizen Development Zone

Zone 2
Partnered Development Zone

Development governance

Agent creation, data connectors, environments, lifecycle 

Enterprise wideDepartmentalProductivity

Organizational Governance

Registry, Access Control, Visualization, Security for all Agents

Global Admin

Specialized Admins

Emp #1 Emp #2 Emp #3

Personal Developer Environments Sandbox Production ProductionSandbox

Unlock Safe, Scalable Governance Across the Organization



Shifting left with security
Security, Governance, & Observability for Build-Time and Deployment

Microsoft Copilot Studio Microsoft Agent 365

Foundational security and 
governance at build-time

Baseline build-time controls in the 
managed platform

With Copilot Studio’s built-in security and 
governance guardrails, innovate and 
create Agents with confidence that 
Agents begin their lifecycles safely 

configured 

Optimized security and 
governance at scale

Policy-driven, automated governance in 
the Agent control plane

Agent 365 delivers identity-based policy 
and tenant-wide enforcement with a 

wealth of Microsoft Security services – 
purpose-built for Agents



Gain visibility into 
Agents in your 
environment, 
understand how they’re 
used, and act quickly on 
performance, 
behavior, and risk 
signals before they 
impact the business.

Observe

Generally Available May 2026

Microsoft Agent 365Microsoft Agent 365



Establish guardrails for 
Agents and people, 
onboard Agents with IT 
oversight, and govern 
Agent access to 
resources and data. Be 
audit ready with built-in 
compliance and data 
retention.

Govern

Generally Available May 2026

Microsoft Agent 365
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Agent Lifecycle 
Management



5-Phase ALM Framework for Agent Governance

1

Stakeholder 
alignment

Compliance review
Licensing 

assessment
AI strategy

2

Design &
Configuration

Environment 
strategy

DLP policies
Security controls

Sharing rules

3

Build &
Integration

Solution 
development

Connector setup
Managed 

environments
Custom instructions

4

Deploy
& Launch

Pipeline ALM / 
CI/CD

Automated testing
Security checks

DLP & RBAC 
validation

5

Monitor
& Optimize

Analytics 
dashboards
App Insights 

telemetry
Cost optimization

Governance reviews

Discovery 
& Planning



Personal playgrounds with Environment Routing

Generally Available

Routing allows administrators 
to automatically direct users to 
personal developer 
environments moving their 
makers away from the default 
environment.

• Supports Copilot Studio, Power 
Apps, Power Automate Cloud 
and Desktop, and Flow Builder

• Designed to support simple to 
complex organizational 
structures

• Attribute-based conditions via 
security groups, or based on 
user properties such as 
geography or department

• Priority-based rule evaluation

aka.ms/EnvironmentRouting

https://aka.ms/EnvironmentRouting
https://aka.ms/EnvironmentRouting


Govern at Scale with Groups and Rules

aka.ms/EnvironmentGroups

Bulk Governance

Cluster environments into 
environment groups and 
govern thousands at scale — 
no one-by-one configuration.

No Drift

Apply rules consistently across  
environments in the group—
locking settings and preventing 
configuration drift.

Govern AI at scale New

12+ new rules to control 
aspects like model choice to 
sharing — now configurable in 
Copilot Hub too.

New

Generally Available

https://aka.ms/EnvironmentGroups
https://aka.ms/EnvironmentGroups


Simplified Deployment
Discoverable and intuitive for 
diverse audiences. DevOps is 
accessible within Copilot 
Studio. Deploy with less effort.

ALM for All with Preferred 
Solution

Starts makers with “healthy” 
ALM​, across all maker 
experiences​.

aka.ms/Preferred-Solution

Default Pipeline Environment 
Rules

No more manual pipeline 
management. Makers are 
automatically onboarded to the 
default pipeline.

aka.ms/Default-Pipeline

Generally Available

https://aka.ms/preferred-solution
https://aka.ms/preferred-solution
https://aka.ms/preferred-solution
https://aka.ms/default-pipeline
https://aka.ms/default-pipeline
https://aka.ms/default-pipeline


Manage Copilot Studio Agents Built by Your Organization
IT View

How to deploy and make it accessible from Agent Store

Discover New
Agent Requests

Navigate to the Requests tab under Agents 
> All Agents in the Microsoft 365 Copilot 

admin center. Here you can view all 
pending requests for new and updated 

Agents.

Review Details 
for Pending Agents

Select a pending request to view more 
details and metadata, including the Agent’s 

description, maker, connected data and 
tools, and more. If the Agent is approved, 
select Deploy and accept any necessary 

permissions as prompted.

Deploy or
Reject Agents

If deployed, the Agent will become 
available in the Agent Store for your org 

users. 
If rejected, the maker will be notified in 

Copilot Studio for updates and 
resubmission.



Test and Evaluate Copilot Studio Agents

aka.ms/CopilotStudioEvals

Automated Testing for Agents

Structured, automated testing enables 
makers to evaluate Agent quality 
before and after deployment 
eliminating need for manual, ad hoc 
testing. 

Flexible, Scalable Evaluation Methods

• Create evaluation sets using manual 
questions, imported files, get 
questions from prod data or even AI-
generated queries

• Multiple test methods with pass/fail 
scores and insights

• Compare runs to track 
improvements and catch regressions

Continuous Improvement & Risk 
Reduction 

Identify issues early, help reduce risk, 
and maintain quality as Agents evolve. 

Build → Test → Improve

Public Preview

https://aka.ms/CopilotStudioEvals
https://aka.ms/CopilotStudioEvals


Performance Monitoring

Monitor Experiences 

Out-of-box metrics and 
recommendations for admins 
and makers. 

The metrics and 
recommendations help 
understand production health, 
detect degradations, and 
improve production health.

Azure Application Insights 
integration

Receive detailed, granular logs 
and custom metrics for deep 
analysis, to facilitate a 
comprehensive understanding 
of application performance. 

Generally Available



Scale with Trust

Development Best Practices

Test and Evaluate

Performance Monitoring
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FastTrack & Resources



FastTrack support for Copilot Agents
Description
Microsoft 365 Copilot Agents empowers organizations to integrate AI capabilities directly into their workflows, driving productivity and 
innovation through tailored solutions. FastTrack also offers advanced deployment guides to accelerate the successful implementation of 
Copilot Agents.
 
FastTrack provides deployment guidance to help customers securely configure knowledge discovery and build Copilot Agents to suit the 
unique needs of their organization to help drive business transformation.

Knowledge discovery and grounding
Empowering users to find and discover 
knowledge and information across business 
applications and data sources beyond 
Microsoft 365, leveraging Copilot 
Connectors.

Setup: first-party Microsoft Copilot 
Connectors (third-party Microsoft Copilot 
Connectors documentation only).

AI-powered workflows
Building Agentic AI solutions to 
democratize AI for users and empowering 
organizations to build departmental and 
company-wide Agents to transform 
business processes. 

Setup: Copilot Studio, Agent-Builder 
Agents, pre-built Copilot Agents, 
SharePoint Online Agents, Microsoft 
Copilot Studio Agents

Security and governance
Preparing your Microsoft 365 environment 
and connected data sources using the 
Copilot Control System, including IT admin 
controls and reporting capabilities.

Setup: Copilot Control System, Power 
Platform admin center controls for Copilot 
Agents, SharePoint Advanced Management, 
DSPM for AI, Usage and Reporting in MAC 
and Copilot Analytics, PayG and Message 
packs configuration in MAC and PPAC

Products and Capabilities - FastTrack – Microsoft 365 | Microsoft LearnAdditional FastTrack for Microsoft 365 information can be found at Products and Capabilities - FastTrack – Microsoft 365 | Microsoft Learn

https://go.microsoft.com/fwlink/?linkid=2248910


Get started with FastTrack today
Visit www.microsoft.com/FastTrack1
Sign in for additional guidance and resources

Create a success plan2
Establish implementation and user adoption goals, 
tactics and strategies 

Get resources and ask for help3
Review resources and submit a Request for 
Assistance



Resources

Learn about Copilot Control System
aka.ms/CopilotControlSystem

Need help with deployment?
aka.ms/Microsoft365RFA

https://aka.ms/Microsoft365RFA


Thank You!



We have an
exciting future ahead.



Expertise and Tools For Your Journey

Technical expertise via 
our FastTrack partners

aka.ms/Microsoft/FastTrack

Tools, resources & 
training on our 
Adoption Hub

adoption.microsoft.com

Events and real-world 
knowledge in our 

community

aka.ms/TechCommunity



News & Community Content

Microsoft Community Learning 
aka.ms/Community/LearningChannel
Community led expert content on all your 
favorite Microsoft services.

Start your week with live news and event 
updates aka.ms/MondaysatMicrosoft
Watch live or on-demand & share our blog.

https://aka.ms/M365CopilotCommunity
https://aka.ms/M365CopilotCommunity


Stay Connected! 

Engage with the best 
community in tech…
There’s something for 
everyone! 

Microsoft Community on LinkedIn
News, announcements and training delivered to 
your news feed 
https://aka.ms/microsoftcommunitylinkedin

CommunityDays.org
Find or host a local event in your area 
or to match your interests 
www.communitydays.org 

Microsoft Tech Community
The community platform for Microsoft 365 – 
forums, blogs, and events 

https://aka.ms/joinMTC

https://aka.ms/microsoftcommunitylinkedin
https://www.communitydays.org/
https://aka.ms/joinMTC


The One-Stop-Shop for Microsoft Ecosystem Community Events

www.communitydays.org

http://www.communitydays.org/


SharePoint at 25 short film: More than Code
In honor of SharePoint’s 25th birthday, More Than Code is a short film that explores the people, passion, and 
innovation behind one of the most transformative platforms in modern work. This film captures the stories of 
builders, leaders, and community champions who helped shape SharePoint into the knowledge backbone for 

collaboration, Copilot, and the next generation of Agents.

SharePoint is more than code—it's 25 years of connection, innovation and impact.

Watch the digital premiere

Stream the documentary online
globally in late April and celebrate SharePoint’s 

25-year journey from anywhere.

Watch the SharePoint at 25 digital event

Prepare for the film with a special digital event 
featuring insights, stories, and what’s next for 

SharePoint in the era of AI.



Join MGCI – Learn, Share, Grow.

Learn, Share, Grow.

Event producers unite!

Join MGCI today!

https://aka.ms/MGCI

The Microsoft Global Community Initiative (MGCI) 
- Empowering global Microsoft communities with 
the tools, training, and resources to create 
impactful events and amplify diverse voices.

https://aka.ms/MGCI


Thank you to our 
Microsoft 
Most Valuable 
Professionals (MVP)
and Regional Directors!
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