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Sector



The official event app for the 

Microsoft 365 Community Conference

Event invitation code: Orlando2026

Join the event app to access:

 Event announcements

 Personalized agenda, session details

 Speaker & attendee profiles

 Networking, meet-ups, messages

 Event documents



Session feedback surveys

We want to hear from YOU!

Share your feedback to make next years conference even better!

Here’s how –

• Simply go to the Whova App on your smartphone.

• Scroll down on the M365 Community Conference Homepage to 

‘Additional Resources’ to click “Surveys’.

• Click Session Feedback.

• Scroll down to find this session title.

• Complete the session feedback survey.

• Finally, click ‘Submit’.

It’s just that easy!
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Copilot Studio Agent Governance Framework

A structured approach to governing AI agents across knowledge, tools, channels, 

and people



Uncontrolled Agent Sprawl Creates 
Real Risk

As Copilot Studio democratizes AI agent creation, organizations face a 

new governance challenge: agents built without oversight can access 

sensitive data, act on behalf of users, and proliferate across channels 

with no clear owner.

Data Exposure

Unscoped knowledge sources leak sensitive content.

Orphaned Agents

No owner means no accountability when things break.

Compliance Gaps

Channels and tools may violate DLP or regulatory policy.

"An agent without governance 

is a liability without an 

owner."



The Six Agentic Governance Personas

Governance in Copilot Studio is distributed across six key entities. Each plays a distinct role in the 

agent lifecycle, from creation to consumption.

Agent

Maker

Knowledge Source

Tools

Channel

Co-owner Team

End User



DEMO: Governance Areas





Stage 1 of 6

Risk Determines the Approval Tier

Request & Intent Definition

Every agent begins with a governance intake. The Maker defines the agent's 

purpose, intended audience, and sensitivity level. Critically, the framework 

routes each request to the appropriate approval tier — self-approved for low-

risk, IT/Security sign-off for agents that act on behalf of users or access 

restricted data.

Persona: Maker

"The approval tier is determined by 

risk, not by role."

1

Submit Intake

2

Define Purpose & Audience

3

Assess Sensitivity

4

Determine Tool Scope

5

Route to Approval Tier



Stage 2 of 6 Scope Knowledge Connections Precisely

Maker Knowledge Source

Knowledge sources are the most common vector for unintended data 

exposure. The framework requires Makers to verify they have legitimate access 

to each source, check it against an approved register, and define a precise 

scope — specific folders or libraries, not blanket site access. For restricted 

content, the Data Owner must explicitly approve inclusion.

"Scope your knowledge connections 

precisely — not all content on a site should 

feed an agent."

Verify Access Check Approved Register Classify Sensitivity Define Specific Scope Data Owner Approval



Stage 3 of 6 Tool & Action Governance

Delegated Auth Means the Agent Acts as 

the User

Tools and connectors dramatically expand an agent's blast radius. The framework 

requires all tools to be listed, authentication models declared, and OAuth app 

registrations pre-approved by IT. Irreversible actions must include an explicit 

confirmation step.

Personas: Maker, Tools, End User

"Delegated authentication means the 

agent acts as the user — ensure users 

explicitly consent."

1

List All Tools

2

Define Auth Model

3

IT Approves OAuth

4

Document Action Scope

5

Flag Irreversible Actions



Stage 4 of 6

Channel Determines Compliance 

Obligations
Maker, Channel, End User

Publishing an agent to Teams, SharePoint, or a public web channel is not a 

technical decision alone — it is a compliance and business decision. The 

framework requires the declared channel to match the agent's data sensitivity 

classification.

"Where the agent lives determines who can 

reach it and what compliance obligations 

apply."

Publishing Governance Process

1

Declare

Channel

2

Match

Sensitivity

3

User

Testing

4

Confirm

Escalation Path

5

LoB Owner

Approves



Stage 5 of 6

Ownership & Team Governance

Every Agent Needs a Named Accountable Owner
Maker Co-owner Team CoE / IT

Agents without owners become governance blind spots. The framework 

mandates assignment of co-owners, registration with the Centre of 

Excellence or IT, and a documented co-owner agreement that defines 

publishing rights and succession when team members leave. A change log 

with peer review ensures all modifications are tracked and intentional.

"Every agent needs a named accountable owner — 

agents without owners become governance blind 

spots."

Assign

Co-owners

Document

Primary Owner

Register

with CoE

Define Co-owner

Agreement

Establish

Change Log



Stage 6 of 6

End Users Are the Last Line of Signal
End User Experience & Feedback

Governance does not end at launch. The framework requires AI disclosure to 

be visible to users, a feedback and reporting mechanism to be built in from day 

one, and explicit user consent for any delegated authentication actions. 

Sensitivity disclaimers must be applied where relevant.

End User Maker Co-owner Team

"End users are the last line of signal — 

build feedback mechanisms in from day 

one."

1

AI

Disclosure

2

Feedback

Mechanism

3

User

Consent

4

Sensitivity

Disclaimers

5

Feedback Loop

to Co-owners



DEMO: Governance Controls – DeepDive





Governance Decision Matrix

A concise matrix mapping decision areas to approvers, risk levels, and operational notes.

Governance Area Who Approves Risk Level Notes

SharePoint knowledge source
SharePoint site owner + data 
classification

Medium Check against approved source register

Delegated auth tool registration IT / Azure AD admin High OAuth app must be pre-approved

Channel publishing Line of business owner Medium Match channel to data sensitivity

Co-owner team assignment Primary maker (logged with CoE) Low Always maintain one named accountable owner

Change to published agent Co-owner peer review Medium Document in change log



Start Permissive, Harden with Evidence

The practical path to governance maturity is incremental. Begin by enabling low-risk agents with self-approval, using 

DLP policies as the hard backstop. Extend the Microsoft CoE Starter Kit rather than building from scratch.

Phase 1: Enable

Self-approval for low-risk agents

Intake form via Power Automate

Basic ownership registration

Phase 2: Govern

DLP policies as hard backstop

IT approval for delegated auth

Change log enforcement

Phase 3: Scale

CoE Starter Kit integration

Automated compliance reporting

Feedback-driven iteration

"Use DLP as the floor, not the ceiling. Governance adds the judgment layer above it."



Start Simple. Scale Governance with 
Risk.

Empower your makers. Protect your organization. Iterate with your users.

Enable

low-risk agents quickly

Protect

sensitive data and actions

with proportional oversight

Iterate

based on real user

feedback

Questions? Contact your CoE or IT Governance team.









We have an
exciting future ahead.



Expertise and tools for your journey

Technical expertise via 

our FastTrack partners

aka.ms/Microsoft/FastTrack

Tools, resources & training 

on our Adoption Hub

adoption.microsoft.com

Events and real-world 
knowledge in our 

community

aka.ms/TechCommunity



News & community content

Microsoft Community Learning 

aka.ms/Community/LearningChannel

Community led expert content on all your 

favorite Microsoft services.

Start your week with live news and event 
updates aka.ms/MondaysatMicrosoft
Watch live or on-demand & share our blog.

https://aka.ms/M365CopilotCommunity
https://aka.ms/M365CopilotCommunity


Stay Connected! 

Engage with the best 
community in tech…
There’s something for 
everyone! 

Microsoft Community on LinkedIn
News, announcements and training delivered to 

your news feed 
https://aka.ms/microsoftcommunitylinkedin

CommunityDays.org
Find or host a local event in your area 
or to match your interests 
www.communitydays.org 

Microsoft Tech Community
The community platform for Microsoft 365 – 

forums, blogs, and events 

https://aka.ms/joinMTC

https://aka.ms/microsoftcommunitylinkedin
https://www.communitydays.org/
https://aka.ms/joinMTC


The one stop shop for Microsoft ecosystem community events

www.communitydays.org

http://www.communitydays.org/


SharePoint at 25 short film: More than Code
In honor of SharePoint’s 25th birthday, More Than Code is a short film that explores the people, passion, and 

innovation behind one of the most transformative platforms in modern work. This film captures the stories of 

builders, leaders, and community champions who helped shape SharePoint into the knowledge backbone for 

collaboration, Copilot, and the next generation of agents.

SharePoint is more than code—it's 25 years of connection, innovation and impact.

Watch the digital premiere

Stream the documentary online

globally in late April and celebrate SharePoint’s 

25-year journey from anywhere.

Watch the SharePoint at 25 digital event

Prepare for the film with a special digital event 

featuring insights, stories, and what’s next for 

SharePoint in the era of AI.



Join MGCI – Learn, Share, Grow.

Learn, Share, Grow.

Event producers unite!

Join MGCI today!

https://aka.ms/MGCI

The Microsoft Global Community Initiative (MGCI) - 

Empowering global Microsoft communities with the 

tools, training, and resources to create impactful 

events and amplify diverse voices.

https://aka.ms/MGCI


Thank you to our 

Microsoft 

Most Valuable 

Professionals (MVP)

and Regional Directors!
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