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The evolving cyber threat landscape

Phishing and social 
engineering drive 28% 

breach initiations

Emerging voice 
phishing calls & Teams-

based impersonation

Attackers remain 
active for 58 days on 

average

Data Source: Microsoft Digital Defense Report 2025

https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/msc/documents/presentations/CSR/Microsoft-Digital-Defense-Report-2025.pdf#page=1
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/msc/documents/presentations/CSR/Microsoft-Digital-Defense-Report-2025.pdf#page=1


Calling and Meeting 
Protection



Brand impersonation detection in calling

Real-time scam detection: 
Alerts users to suspected 
impersonation during VoIP 
calls by analyzing caller 
identity using brand 
impersonation algorithms—
helping prevent fraudulent 
interactions before the call is 
answered

In-call warning: If the user 
answers a flagged call, a 
message appears during the 
call indicating it may be a 
potential scam attempt

GA May 2026



Report a call for security concern

If end-users have found a call 
suspicious, they can report a 
call from the call history. This 
works for both VOIP and PSTN 
calls

Users will have the ability to 
pick a reason for their 
reporting and add details as 
appropriate

Users can also block the 
caller as part of the reporting 
flow to stop receiving any 
communication from that 
caller

GA June 2026





Bots are detected by the system

Speedbumps and markers in the lobby 
help organizers make an intentional 
decision to admit them into meetings

GA June 2026

Protect meetings against external bots



Meeting organizer controls

Designed to empower 
organizers with enhanced 
security and management 
capabilities

Access control and 
permissions

Participant moderations

Advanced protection 
capabilities with Teams 
Premium

General Availability



Meeting label inheritance to artifacts (Premium)

Meeting recordings, 
transcripts and Loop notes 
are now inheriting the 
sensitivity label of meeting

Protect important artifacts for 
your sensitive meetings with 
access control and 
copy/download restriction

AI respects sensitivity label of 
the meeting artifacts when 
accessing them and 
generating response

In Private Preview



Messaging Protection 
and Admin Reporting



Recap: Security detections in messaging

Malicious URL detection

Weaponizable file type detection

Brand and domain impersonation detection

General availability



Security detections report

Surfaces security detections 
that happened in your tenant

Current detections in scope: 
impersonation, malicious URL 
and weaponizable file type

Extended detection metadata 
available on export 

Malicious URL

Malicious URL

Imperson atio n

Imperson atio n

We apon izable fi le type

-

-

-

Public Preview May 2026



External domains anomaly report

Detects unusual & potentially 
risky interactions with external 
orgs

Includes sudden spikes and 
abnormal engagement 
activity with external domains

Tailored to your tenant

Integrated with notification 
and alerts for configuration in 
Teams channel

In Public Preview



Recap: Report a security concern in message

Report an incorrect security detectionReport a security concern

General availability



Report an external user for security concern

Users can now report an 
external user for security 
concern while blocking them

Block and Report can be done 
either on Accept/Block screen 
or on external user’s profile 
card

Admin can review user’s reports 
in Teams Admin Center > 
Analytics & reports > Protection 
reports

GA June 2026



User reported security submission report

Surfaces end user reports of 
security concerns in 1:1 calls, 
messages and external users

More detailed metadata 
available on export

Take remediation such as Block 
user, as needed

Public Preview April 2026





End-to-end Protection across Microsoft Teams

Teams is increasingly used for 
messaging, calling and meetings, 

expanding the attack surface

Evolving collaboration landscape Evolving threat tactics

Phishing, impersonation and AI-
powered social engineering now 

span across modalities and blend 
into normal communication

End-to-end protection and 
visibility

Built-in detections, user reporting 
and admin insights enable faster 

investigation and response



We have an
exciting future ahead.



Session feedback surveys

We want to hear from YOU!

Share your feedback to make next years conference even better!

Here’s how –

• Simply go to the Whova App on your smartphone.

• Scroll down on the M365 Community Conference Homepage to 

‘Additional Resources’ to click “Surveys’.

• Click Session Feedback.

• Scroll down to find this session title.

• Complete the session feedback survey.

• Finally, click ‘Submit’.

It’s just that easy!
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The official event app for the 

Microsoft 365 Community Conference

Event invitation code: Orlando2026

Join the event app to access:

 Event announcements

 Personalized agenda, session details

 Speaker & attendee profiles

 Networking, meet-ups, messages

 Event documents



Expertise and tools for your journey

Technical expertise via 

our FastTrack partners

aka.ms/Microsoft/FastTrack

Tools, resources & training 

on our Adoption Hub

adoption.microsoft.com

Events and real-world 
knowledge in our 

community

aka.ms/TechCommunity



News & community content

Microsoft Community Learning 

aka.ms/Community/LearningChannel

Community led expert content on all your 

favorite Microsoft services.

Start your week with live news and event 
updates aka.ms/MondaysatMicrosoft
Watch live or on-demand & share our blog.

https://aka.ms/M365CopilotCommunity
https://aka.ms/M365CopilotCommunity


Stay Connected! 

Engage with the best 
community in tech…
There’s something for 
everyone! 

Microsoft Community on LinkedIn
News, announcements and training delivered to 

your news feed 
https://aka.ms/microsoftcommunitylinkedin

CommunityDays.org
Find or host a local event in your area 
or to match your interests 
www.communitydays.org 

Microsoft Tech Community
The community platform for Microsoft 365 – 

forums, blogs, and events 

https://aka.ms/joinMTC

https://aka.ms/microsoftcommunitylinkedin
https://www.communitydays.org/
https://aka.ms/joinMTC


The one stop shop for Microsoft ecosystem community events

www.communitydays.org

http://www.communitydays.org/


SharePoint at 25 short film: More than Code
In honor of SharePoint’s 25th birthday, More Than Code is a short film that explores the people, passion, and 

innovation behind one of the most transformative platforms in modern work. This film captures the stories of 

builders, leaders, and community champions who helped shape SharePoint into the knowledge backbone for 

collaboration, Copilot, and the next generation of agents.

SharePoint is more than code—it's 25 years of connection, innovation and impact.

Watch the digital premiere

Stream the documentary online

globally in late April and celebrate SharePoint’s 

25-year journey from anywhere.

Watch the SharePoint at 25 digital event

Prepare for the film with a special digital event 

featuring insights, stories, and what’s next for 

SharePoint in the era of AI.



Join MGCI – Learn, Share, Grow.

Learn, Share, Grow.

Event producers unite!

Join MGCI today!

https://aka.ms/MGCI

The Microsoft Global Community Initiative (MGCI) - 

Empowering global Microsoft communities with the 

tools, training, and resources to create impactful 

events and amplify diverse voices.

https://aka.ms/MGCI


Thank you to our 

Microsoft 

Most Valuable 

Professionals (MVP)

and Regional Directors!
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