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Agents are becoming
ubiquitous



1.3 Billion

by 2028

Source: IDC Info Snapshot, 1.3 Billion Al Agents by 2028, doc #US53361825, May 2025



Is your organization ready?

Can we track and monitor all agents?
Do we know what agents are doing?

Do we have proper guardrails for
agents and people that interact with
them?

Are agents protected? Do they have
the right access? Can they leak
sensitive data?



29.

of employees have
turned to unsanctioned
Al agents for work
tasks

21,

of companies report
having a mature model
for governance of
autonomous agents

73

of organizations say
data privacy and
security is the
biggest Al risk



https://www.microsoft.com/en-us/security/security-insider/emerging-trends/cyber-pulse-ai-security-report#Introduction
https://www.deloitte.com/content/dam/assets-zone3/us/en/docs/services/consulting/2026/state-of-ai-2026.pdf
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Observe

@ Microsoft 365 admin center X | + — & 54

Register and T e |
track agents in

44 Copilot

Home > All agents

(A Home
one place oo | Ao ==
# Agents ~ A anmci i il WRSRCY | - . qe:
Monitor and manage agents powered by Microsoft Entra in your organization. Manage in EntraID = Learn more about managing agents
Overview
| All agents Map Registry Requests Catalog
Get a complete view of
Settings Total agents Agents at risk Ownerless agents Blocked agents
” t . & Users v 21,762 |4 8 23
all agents in your . .
T Upload agent ' Export to Excel 5 Pin for users 21,762 items T3 Choose columns | © Search
° . 0 | . £ Billing v

O rg a n Izat I O n I I n C u I n g Filters:  Publisher Availability Channel Platform Acquired from

63 Support v

t . It -th (8 Settings > O Name Availability Risks Active users (30 days)  Total sessions (30 days)  Exception rate (30 days)  Assisted hours (30 days)  Last updated |
agents built wi ‘
g 1 Reports v O ' Zavé‘Fabri( Supplier P @ Allusers 0 642 3,056 10 2543 Mar 1, 2026
. y
Microsoft Al platforms @ e v Finance Data Anaysi
I (] _,'"a'i‘e Ay @ Allusers 0 746 2945 12% 3,598 Mar 1, 2026

=+ Showall

agents from our 0 [ 2 P Qumeue  Alm -
ecosystem partners, il Lo e

O @ Reseorcher | @someues 0 s 1299 2

and any agents you O ook D Notscated 0 o, 2026
register yourself. — .

R I— | @ Aluses 0 - o3 Mar7,2026

Supportedagent types/platforms: Copilot Studio agents published to M365/Teams Agent Builder, SharePoint, Microsoft 365 Agent Toolkit, 3P through Agent 365 SDK, Productivity App agents (Word, PPT, etc.), Microsoft agents
(e.g. Career Coach, Researcher, etc.), Foundry ;



Observe

@ Microsoft 365 admin center X | =

Visualize agent <5 00 e

i1 Microsoft 365 admin center P search

Total agents Agents at risk Ownerless agents Blocked agents

. @ e 21,762 |4 '8 123 S
behavior . o :
# Agents ~ Filters:  Publisher  Availability ~ Channel Platform Acquired from % Add filter
l Overview —
All agents o publ ' Ideasy "

See how agents fit

Settings

into the broader o :
ecosystem, connect = :
with other agents, & sot .
and perform over time S . P

to simplify monitoring
and accelerate issue
identification.

er
ytics Agent
@
(|
P Microsoft Copilot Studio
40 Agents




@ Microsoft 365 admin center X | <=

c > @ |6

Microsoft 365 admin center

Home
Copilot
Agents
Overview
All agents
Tools
Settings
Users
Roles
Billing
Support
Settings
Reports

Health

Show all

‘admin.microsoft.com

Home > All agents

All agents ¢ agensss

Monitor and manage agents powered by Microsoft Entra in your organization. Manage in Entra ID

Map Registry Requests Catalog

Total a

21,762

T Upload agent "= Export to Excel 57 Pin for users

Filters:  Publisher Availability Channel Platform

m]

=) Zava Fabric Supplier

undry

Finance Data Analysis

Zava Supplier Agent

Customer Billing Agent

vopi Ful

Researcher
Microsoft

Genspark

Manus
us I

Blacked agents

Acquired from

ilability

© Allusers

@ Allusers

@ Some users

@ some users

@ Some users

Not activated

© some users

@ Al users

Learn more abou

Active users (30 days)

aging agents

Total sessions (30 days)

1,000

Exception rate (30 d:

21,762 items.

Assisted hours (30 day:

{8 Choose columns

Observe: Agent observability & Prevent sprawl

Last updated |

Search
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Microsoft 365 admin center “J Copilot

Home > All agents

v

FLZE LIZD LLEY

Home

Copiot All agents # sensss

Ay By g b e

Agents Monitor and manage agents across your organization. Learn more about managing agents

umaIg g
urmcug b

Overview

All agents Map  Registry  Requests

MO}
gy, e

Shadow Al

Tools Total agents @ Agents at risk @ Agents without owners @ Unmanaged agents © Registry SYNC (preview)

Settings 126:350 9 8 1 9 m 2 platforms connected & 1 error

Users

aBuri 3w

Py b abusag b

Roles Status: Available ~ X Publisher type Platform Active users Channel Data source W Add filter 121,401 items | O search I+ Exportall

P ma

LBI8 GLD SSZY GELBELD SSTW  £518 L22DSSTW G618 112D S22

Billing
Status Publisher type  Publisher Platform Active users (D) Total sessions () Creation date |
Support

Contract intelligence i @ Available  Third party Workday Inc. Feb 18, 2026

wmusbey pma

Settings

Reports Zava Procurement Agent : Your org Microsoft Microsoft Foundry ! Feb 18, 2026

apdang 3ma

L6489 LEDFELH

Health

Sales Agent Al teammate (1) ¢ @ Available  Microsoft Microsoft A 2 risks ¥ Feb 17, 2026

Show all

an|g 3=
ZLZ4 021D 0H

Manus Al teammate (4) i @ Available  Third party Manus Inc. Copilot Studio A 1risk Feb 17, 2026

1931 3%

Zava TidyCam Agent @ Available Your users Microsoft ’ Feb 17, 2026

KAl Loan agent Al teammate (1) i @ Available  Third party Kasisto SharePoint Feb 16, 2026

Zava Store Manager Agent 1 @ Available  Your org Microsoft Microsoft 365 Agents Toolkit Feb 16, 2026

Customer service agent @ Unmanaged  Learn more : Third party Amazon Bedrock (3 Feb 16, 2026
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Microsoft 365 admin center

Home

Copilot v
Agents A
Overview

All agents

Shadow Al

Tools

Settings

Users ™
Devices v
Teams & groups ~

Marketplace
Billing v

Setup

Customize navigation

Show all

\ Export agents

Filters: (Publisher > (Availability > (Channel > (Platform )

O

Others (569)

Amazon Bedrock (6)

Copilot Studio (101808)

®

Microsoft (28)

Foundry (119079)

&b Copilot

SharePoint (3426)

£ Search

e +[-]= o

@ External partners (143)

Agent Builder (219909)

(=)



Filters: ( Publisher > (Availability > (Channe] ) \Platform )

@ \

o External partners @ + - & O
143 ~—

| SharePoint (:
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Microsoft ‘\\ 0
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28 total

pr— Researcher [‘E]

. Agent Builder (219909)
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N Export agents

I " Filters: | Publisher ) [ Availability ) ( Channel k
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Overview Connected Agents Users Permissions Data & tools Security Computer use

When using Researcher, users can get information and answers from these connected agents, too.
Make sure the connected agents are available to everyone who needs access.

Up to 10 agents can be connected by admins to Researcher, excluding those added by the agent's maker.

Depending on how the maker connected the agents, you may be able to remove them.

—|— Connect agents C Reset to default
Name

Sales

8

Sales solution in Microsoft 365 Copilot reimagines the way sellers work

D - Files
&

The fastest way to start a chat from your Microsoft 365 files.

SharePoint list agent
“'

Transform Microsoft 365 Copilot chat context into SharePoint lists.

Excel (Agent)
] &

Create an Excel workbook using just your words

Word (Agent)

Create a Word document using just your words

LawToolBox
] =

LawToolBox unifies legal matters across Microsoft Teams, Outlook, Word, browsers and ...

D @ Box Al Agent

Streamline how users share and access Box content to boost productivity and team coll...

L o

Availability

@ All users

@ All users

@ All users

@ All users

@ All users

@ All users

@ All users

Activity
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Monitor and manage Govern agents Protect all agents
agents in real time throughout their lifecycle comprehensively




Bring agents
under control
from day one

Onboard and approve
agents through one
IT-controlled flow,
applying policy
templates so every
agent starts governed
and compliant.

9 2

H

o 0 0 & 3z

]

S LN

Home
Copilot

Agents
Overview
All agents
Tools
Settings

Users
Devices
Teams & groups
Roles
Resources
Marketplace
Billing
Support
Settings
Setup
Reports

Health

Govern

Generally available May 20

Microsoft 365 adm

L search

Home > Settings

v Agent settings

Specify which categories of Al agents, such as shared or external, are permitted for use within the organization.

Automate agent management based on criteria you set up.

Manage who can share Al agents within your organization and define the methods they can use to share them.

Create pre-set policies, rules, and allowlists for new Al agents

Caontrol which users or groups can interact with Al agents

- Manage everything related to Agents. These settings include controls for data access, user permissions,
integration policies, and customization of agent behavior to align with enterprise standards.

Mame | Description
@ Allowed agent types

v = Rules

4 ® Sharing

™ B Templates

e : User access

v

v

v

v

v

v

J) Enable Dark mode




Govern Generally available May 2026

Control which
Users can onboard parwaswewm—
agents

User Access

Manage which users or groups can use agents.

Choose who can access agents

Specify which users
and groups can
onboard and use Al
agents to ensure
controlled usage from
day one.

() All users

To be added

o Brenda Thomas X @ Chris Smith X o Jack Becker X 0 Jesse Wallin - X ° Zava Agent Pilot Users X

o DevOps X

| .\\\\\\\\Qﬁ

\-
4



Bring agents
under control
rom day one

Onboard and approve
agents through one
IT-controlled flow,
applying policy
templates so every
agent starts governed
and compliant.

ava

Govern

Generally available May 2026

Microsoft 365 admin center

Agent > Add Template

@ Details

@ Ssecurity policies and protections

O Review

/O Search

B Access Package

I assistive-agent-access-to-Azure-DevOps V'

Custom Security Attribute

This policy can't be applied with your current role, the Attribute Assignment Administrator role is required. Role

assignments may take several minutes to refresh.

Default

Govern agents access rights through access packages.

Assign custom security attributes to enforce fine-grained access control,

Add role

Entra

Entra

Default policies and protections are managed through their security platform. Check the status of each in the platform—policies and protections may not be enabled.

Policy name

Identity Protection

Network Visibility

Lifecycle Management for Agents

Purview Audit Enabled

Detect sensitive information (DSPM) in Al interacti...
Purview Al compliance assessment

Investigation and advanced hunting

Real time protection for Microsoft Agent 365 (Pre...
Agent access insights

Restrict content discovery

Description

Detect agent identity threats by flagging anomalous activities involving agents.

Enable network visibility to agent access to extemal resources.

Govern Microsoft Entra Agent IDs at scale with lifecycle policies.

Audit trails log all activities and provide clear observability.

Data security controls safeguard against sensitive data leaks and oversharing,

Continuous monitoring evaluates agents for compliance gaps and identifies areas needing attention.

Get alerts on Al agent activity and investigate suspicious events with advanced hunting capabilities.

Detect and block suspicious Al agent activity during runtime.

Provides insights on agents accessing SharePoint and OneDrive sites.

Provides capability to restrict Copilot and Declarative agents from accessing SharePoint sites and its
content.

Platform

Entra

Entra

Entra

Purview

Purview

Purview

Defender

Defender

SharePoint

SharePoint

Cancel

A\




Govern Generally available May 2026

Au to m a te i icrosoft 365 admin center e
on_going agent Agents > Edit 3 custom rule
governance

@ Rule details
Edit rule details

O Review & finish Update the rule. Changes will apply after you turn it an or save.

Rule name

‘ Block ownerless agents created ‘

Description (optional)

Applicable to agents from external publishers

Leverage rules-based
agent management to
automatically enforce
lifecycle policies, such
as expiring inactive
agents, flagging
ownerless agents, or
blocking risky agents.

Rule action

‘ Block ~ ‘

Conditions match option

- 2

-+ Add condition

Criteria Operator @ Value

[ Publisher Type Is Equal To e External X

\ \\\\\\\\\\\



Govern: Onboard Agents

@ Microsoft Entra - Microsoft Entra - X | =
C &nh ‘entra.microsoft.com/#

Microsoft Entra admin center

Home Microsoft Entra b | Report on ownerless groups and suggest next steps (assign owner / archive). | | List all apps with expiring credentials. | | List devices that have been inactive for over 30 days for an audit rev

Entra agents

Favorites

EniaiD Agents built into your everyday flow of

ID Protection a Wo rk

Security Copilot is now included in your Microsoft 365 E5 plan. See how Al can help you automate identity tasks, speed up

investigations, and improve your securit osture. Learn more about what's included
ID Governance £ LU =

Verified ID

GloEal Sectire Accass Bava Zava @ Zemfira Kazzi Users at high risk

Your Security Tenant ID 536 39 user detections with risk level “high" in the

What's new last 12 months. Learn more

Copilot agents trial Primary domaln zava © View user profile
is active My role assignments

A
Diagnose & solve problems \ A/ A
O 2321 go 1372 \ /\ \

New support request View users View groups

gilling A

automation. Learn more about agents (3
@ High privileged role assignments

0 to agent @ Other role assignments
g 2088 o o7

% in the last 30 days

View devices View apps
i Manage my roles View high risk users

Shortcuts
Add User sign-ins Audit logs Authentication Methods Blocked users Domain names Unused service principals Manage tenants Named locations Cross-tenant Access Policies
Tenant restrictions Risk Based Conditional Access policies Risky sign-ins Lifecycle workflows

Get the most out of your licenses and subscriptions




@ Microsoft 365 admin center X | == = a X

e i & 5] htips//admin.microsoft.com 7 Guest 2

«4 Copilot

Home > Agent 365 overview

it Home
[ i :
; ° Agent 365 overview Last updated: March 7, 2026 (Last 30 days)
» Copilot v
& Agents o Track agent usage across your org over the last 30 days and take steps to improve impact. Adjust settings, manage C A .
A . 4, Search ¢ S
- access, and help teams unlock more value while staying aligned with governance goals £z s =
I Overview
All agents
4 i Explore all agent o6 Acti Qi i
Tools Agent registry xplore all agents @& Active users Time saved with agents
Settings ¢ thic L 199 thic wee ¢
g 21'762 T 28% this week 58,293 T 12% this week 45,208 T 6% this week
% Users v Total agents in your org Unique users interacting with agents Hours saved by using agents
Sa Roles v
B8 silling v Agent analytics
§2 Support v
€3  Settings v Agent publishers Agent platforms Active users over time Trending agents by active users
i Copilot Studio (lit 10 &k < i
£1 Reports v Crentad by your organtzation i e a Claims Processing Agent 10,992
Shared by publisher N 15.2K Copilot Studio I 8 4K &
% Health v Used only by publisher e 7.3K Microsoft Foundry - 11K u Contract intelligence 8,146
4
Published by your or E— 11.8K Genspark - 523 )
LIRS " @ Researcher 7,392
Show all Zensai - 427
Created by external partners ) )
Manus ™ 382 ( 0 Incident resolution 6,100
Microsoft 1154 Feb 02 Feb 09 Feb 16 Feb 23 Mar 02
NEN 185 0
Workday 114 % Manus 583
Zendesk | 46 M Active users
Other 1732
Top actions for you
Pending requests for agents kgent risks Ownerless agents Agents with exceptions

S +2 this week 4 +3 this week 8 4 this week 1 oo +3 this week



Gove n Generally available May 2026

Visibility into
SharePoint sites and
teams with agent

Agents found accessing ‘Zava Finance’

/& Restrict site access [}9 Restrict content discovery @ View site

This list shows the top 20 agents that accessed content from this site.

access insights T
Full panoramic view of ey
Microsoft 365 e
SharePoint and
OneDrive and Teams e
where agent traffic is i MR
the most and take = s
actions like applying —
Restricted Content s B
Discovery (RCD) or Prp———

Access Control (RAC).




Govern: Agent Access Insights in SharePoint

Home » Agentinsights > Agentaccess > Agent

Agent access Mar 2026 Report

This page c

Download detailed report

Unique agents accessi Unique agen

91 43

Filters:  Site template: All Restrict content dist nabled All

a

Site name Template Request volume Agents found © Site owner Restrict content discovery ( Restrict site access (0 External sharing Sensitivity

[m]

Zava T

[m]
[m]




SharePoint admin center

Home » Agent insights

&Y North America v . o
Agent insights
() Home Use these reports to see how agents are accessing the content across SharePoint sites and OneDrive accounts,
Learn more about agents
B sites R
5 Policies v Agents in SharePoint Agent access
3¢ Settings View and download a list of agents in SharePoint created across SharePaint View and download list of agents accessing content across SharePoint sites
sites and OneDrive accounts, and OneDrive accounts.
@@ Content services v
View reports View reports

@ Migration

Reports ~

Agent insights N
App insights

Change history
Collaboration insights
Content events

Data access governance

OneDrive accounts

Site policy comparison

9% Advanced ~

Mare features

€ Advanced management RO

& Customize navigation

wo+ Show all



Microsoft Agent 365

The control plane for agents

Secure

D 0 ﬂ
" i -«
( "' 0 </—> u" @ '

A

0 0 3

Monitor and manage Govern agents Protect all agents
agents in real time throughout their lifecycle comprehensively




Control agent
access and
start secure

Protect agent identities
and prevent breaches
by extending
conditional access and
identity protection from
users to agents.

Secure

Generally available May 2026

,

Al Agents

High Risk
-))) Medium Risk

Low Risk

No Risk

Zero Trust
policy enforcement

@

Microsoft Entra
Conditional Access

A OE

laaS - PaaS - Datacenter

LR S

Al Agents

SAnd
‘ @ o @ @ wo"r;?ov m

Internet - Microsoft 365 - SaaS

=

On-premises

\ \'\'\\\\\\\\



Secu re Generally available

ontent
ermissions

I

o Welcome to data access governance
O B sites v
n S I g h tS @ SharePoint Embedded v
o These new reports help you maintain the security and compliance of your data in SharePoint.
*3  Policies v {

& Settings ; y /j/ o

Content services s ' X

Gain visibility into . ) 7 =

the content

permissions for a given
user. o

|

Data access governance
OneDrive accounts

Site policy comparison
Reports Al review requests

% Advanced v
fore features
More e Get started
We recommend starting with a snapshot report to get a quick overview of permissions fol tes in your org
@ Advanced management | pRo
& Customize navigation Snapshot reports (L
Show all Site pe across your i Site permissions for users [N Sensitivity labels applied to files
Check for broad permissions such as Everyone except external users, guest Identify all sites a user can access and determine whether they can access the Monitor sensitive content by reviewing the sites where sensitive files are
access, sharing links, and unique permissions across all sites in your entire site or specific sections, granted directly to the user or indirectly stored and the policies applied to these sites, as of the report generation date.
organization, as of the report generation date. through groups as of the report date.
View reports
View reports View reports =




Permissions Insights in Microsoft 365 & SharePoint

&0 Contoso Energy  SharePoint admin center

Data access governance > Site permissions for users > User access review report

User access review r port As of October 1, 2025

Review sites where the given user has direct or indirect permissions to the content of the site. Download a CSV report per user or
download all reports for all users as a zip file. Each file can have up to 1 M sites.

Download report for all users
6 Users Download report for Brenda Thomas Top 100 sites Sear

O Search user
L filters: Sitesensitivity: Al Externalsharing: Al V'  Template: All '  Privacy: All

© Brenda Thomas
@ chis smith
© ack Becker
@ sesse waliin
@ shikha verma

@ venkateshwaran s

Site name URL Files in site Site shared () Direct access items () Indirect access items (D)~ Site privacy Site sensitivity External sharing \ary admin

Contoso HR Jreams/contosohr No 20671 9987 Public General on @ Wona Kane

Contoso Marketing /teams/contosoma on © Brenda Thomas

Contoso Finance /contosofin 6 Private Top secret off @ Mona Kane

Contoso Team Jsites/contosoteam - Confidential off e Contoso Marketing
ites/contosovac Private General off @ Brenda Thomas

Contosoin house Jteams/contosoin Private Confidential @ clay aliin

Contoso infra /teams/contosoin s Public General @ Contoso HR

Contoso leaders /teams/contosole 6 - - e Brenda Thomas

Contoso design Jteams/contosoen Public General G Contoso Marketing

Contoso Bl /teams/contosoen 20189 Private General @ Contoso Admin
Contoso HR ./teams/contosoen 20189 - Confidential e SPAC_owners
Contoso Give /teams/contosoen 20189 Private Confidential e Contoso Admin
Contoso Se /teams/contosoen 20189 Public - e Mona Kane

Contoso Sesh /teams/contosoen 20189 9 Public General @ Brenda Thomas
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SharePoint admin center

Home

Sites

SharePoint Embedded

Policies

Settings

Content services

Migration

Reports

Agent insights

App insights

Catalog management
Change history

Data access governance
OneDrive accounts

Site policy comparison

Advanced

More features

Advanced management

Customize navigation

Show all

PRO

Reports All review requests

Get started
We recommend starting with a snap

shot report to get a quick ov

Snapshot reports ©

Site permissions across your organization RECOMMENDED

Check for broad permissions such as Everyone except external users, guest
access, sharing links, and unique permissions across all sites in your

organization, as of the report generation date

View reports

view of permissions for all sites in y

& Copilot | B

Dark mode

Welcome to data access governance

These new reports help you maintain the security and compliance of your data in SharePoint

anization

Site permissions for users m

Sensitivity labels applied to files

Identify all sites a user can access and determine whether they can access the Monitor sensitive content by reviewing the sites where sensitive files are

entire site or specific sections, granted directly to the user or indirectly stored and the policies applied to these sites, as of the report generation date.

through groups as of the report date

View reports
View reports



32 Contoso Energy  SharePoint admin center

Data access governance > Site permissions for users > User access review report

User access review report As of October 1, 2025

Review sites where the given user has direct or indirect permissions to the content of the site. Download a CSV report per user or
download all reports for all users as a .zip file. Each file can have up to 1 M sites.

Download report for all users

6 Users L Download report for Brenda Thomas Top 100 sites | O Search

R Search user

Filters: ~Site sensitivity: Al External sharing: Al >~  Template: Al ~  Privacy: All

@ Brenda Thomas

Site name URL Files in site Site shared (D Direct access items (1) Indirect access items (1) | Site privacy Site sensitivity External sharing Primary admin

@ chris smith

Contoso HR
o Jack Becker
@ Jesse Wallin
e Shikha Verma

@ Venkateshwaran S

.../teams/contosohr 44869 No 20671 9987 Public General On g Mona Kane
Contoso Marketing ./teams/contosoma 41839 Yes On Brenda Thomas
Contoso Finance ./sites/contosofin Private Top secret Off Mona Kane
Contoso Team ./sites/contosoteam Confidential Off Contoso Marketing
Contoso Vac fsites/contosovac Private General Brenda Thomas
Contoso in house _./teams/contosoin Private Confidential Clay Wallin
Contoso infra .../teams/contosain Public General Contoso HR
Contoso leaders ../teams/contosole Brenda Thomas
Contoso design ../teams/contosoen Public General Contoso Marketing
Contoso BI ../teams/contosoen Private General Contoso Admin
Contoso HR ../teams/contosoen Confidential SPAC_owners
Contoso Give ../teams/contosoen Private Confidential Contoso Admin
Contoso Sesh ../teams/contosoen Public Mona Kane

Contoso Sesh ../teams/contosoen Public General Brenda Thomas

OPO0DLDOOCOOOBOODO




£ Cognition

1 PolyAl
ANTHROP\C
Adobe
Microsoft
! Copilot Studio
*3» BlueYonder
glean
O
Microsoft 365
Copllot
{) Workos
NJ CURSOR
¥ manus
SSOPHOS
<A NVIDIA.
yi4
zendesk

workday

SAPd

Agent 365
Ecosystem

aka.ms/AgentShowcase

Kasisto

f(a LexisNexis

servicenow.

‘-5 Microsoft Foundry

@OpenAl

ﬂﬂ] perplexity

= Seismic

Genspark

LangChain

oo n8n

AVercel

kore!al

< databricks

EGNY.TE

€ ZENsAI

box



Agent 365 Partner Ecosystem: Canva

Observe and
Govern

Observe agent in
Agent Registry and
Map

Onboard for users and
ensure appropriate
templates are applied

ava\

Microsoft 365 admin center

2 search

e vaPreviewool | @ copilot B H H QO & 7

C Canva
[i] Uninstall  © Block > Pin for users

Overview  Users  Permissions Data&tools  Security Certification

Description
Teams can use Canva create presentations, videos, graphics, posters and more — then share them with the world!

The Canva app for Microsoft Teams keeps everyone in the loop, with all your key design updates in one place. Without ever having to leave
Teams, you can:

* Keep up to date on all your Canva notifications...

See more

Instructions

You are the Canva Design Agent, connected through the Model Context Protocol (MCP) server. Your geal is to help users search, create, and
fetch Canva designs using natural language prompts.Follow these principles: Interpret user intent related to visual content Retrieval, Fetch,
creation. Translate user requests into structured MCP actions (e.g., SearchDesign, FetchDesign, createDesign). Respond with confirmations or
brief summaries of actions taken — do not output raw API details unless requested. Be creative, friendly, and professional — like a design...

See more

Published status e Published

Availability Publisher

© All users Canva Pty Ltd
Deployment Agent type
All users Third party
Channel Platform

o Copilot @ Outlook K Teams None

Date created Last updated
April 11,2026 April 11, 2026
Sensitivity Version
None 109




Onboarding : Canva Agent

£ Search £, A365 Zava Preview 001 | B Copilot B D 5

Microsoft 365 admin center

c Canva
il Uninstall © Block =7 Pin for users

Overview Users | Permissions Data & tools Security Certification

@ All required permissions have been granted.

Get permission details in security portals
* You can view the associated permission in Entra for this app ID - View Permissions

¢ Visit the Defender for Cloud Apps portal to get detailed risk and permission insights for apps connecting to Microsoft 365.See in portal

Microsoft Graph
Permissions Details Privilege level @

v Delegated permissions (8)

Read user contacts Allows the app to read user contacts. [ ] Low
View users' email address Allows the app to read your users' primary email address [ ] Low
Have full access to all files user can access Allows the app to read, create, update and delete all files the sig... @@ @ High
Maintain access to data you have given it acc... Allows the app to see and update the data you gave it access to,... a Low
Sign users in Allows users to sign in to the app with their work or school acco... [ ] Low
View users' basic profile Allows the app to see your users' basic profile (e.g., name, pictur... [ ] Low

Edit or delete items in all site collections Allows the application to edit or delete documents and list items... @@ @ High




Secure : Agent Activities & Agent Access Insights

SharePoint admin center Copilot

Agents found accessing ‘Zava Finance’

&8 Restrict site access [§ Restrict content discovery & View site

This list shows the top 20 agents that accessed content from this site.

Agent details (D Request volume ¢ Agent type (D
Canva 55 External partners
Ask Zava Declarative
Zava GPT Declarative
Zava IT Help Declarative
Zava Insights Declarative
Access Review Declarative
Researcher Declarative
Zava Expense Declarative
Zava Sales Declarative
Learning Coach Pro Declarative

Presentation Builder Declarative




The best way to manage agents is to
extend infrastructure you use for managing users.

)

Microsoft 365 &
SharePoint/Teams
Admin Centers

Centralized hub to
manage users, apps,

and settings across
Microsoft 365.

/

Microsoft
Defender

Extend security posture
and advanced threat
protection to agents.

A

Microsoft
Entra

Protect agent identities
and secure their access
to any app and
resources.

9

Microsoft
Purview

Manage, protect and
govern data that agents
use and create across
your organization.



Microsoft 365 E7

The Frontier Suite

/ General Availability May 1, 2026

B Microsoft 365 g r
L
Microsoft 365 E5 Microsoft 365 Microsoft
Entra Suite a Copilot a Agent 365
Secure productive work Al built for work Control plane for agents
Work 1Q

Available with or without Teams




Get started with Agent 365

* Asan admin, go to
admin.microsoft.com

* Ifyou're already enrolled in the
Frontier program, click “Try now" on
the Agent overview page and accept
terms.

* If not already in the Frontier program,
select Copilot > select Settings >
under User access, select Copilot
Frontier > choose the groups to
grant access.

& G & nhitps//admin.cloud microsoft/?#/agents/overview

Terms of Service

Microsoft Agent 365 capabilities are part of the Frontier preview program and subject to
thes

the preview disclaimers in your customer se

terms apply to Agent 365, 25 licenses will be provisioned to your tenant. Agent 365
licenses are for assignment to agent instances only. Learn more

A Qe -

o

Agent 365 Overview

Learn more

Agent 365 Documentation

Agent 365 Blog



https://www.microsoft.com/en-us/microsoft-agent-365
https://learn.microsoft.com/en-us/microsoft-agent-365/
https://www.microsoft.com/en-us/microsoft-365/blog/2025/11/18/microsoft-agent-365-the-control-plane-for-ai-agents/?msockid=1f42b267835760f80bd3a1da82ed6125

Check out related Agent 365 sessions

» Agent 365: Secure, Govern, and Scale Agent Management
» Shilpi Sinha, Caroline Stanford
» Wed 4:15-5:00 PM, Grand Caribbean 6

* Research Session: Agent 365 and Agent Governance/Security
« Matt Brodsky, Soniya Gadgil

e Thurs 11:15-12:15 PM, Caicos 3




hank you!



We have an
exciting future ahead.




Expertise and tools for your journey

Technical expertise via Tools, resources & training Events and real-world
our FastTrack partners on our Adoption Hub knowledge in our
community

aka.ms/Microsoft/FastTi adoption.microsof aka.ms/TechComm




News & community content

Home / Microsoft 365 Copilot

*
l LX) ' 7 Microsoft 365 Copilot

Deliver value and employee satisfaction with our tools for Microsoft 365 Copilot deployment
a o owerful technology combines the power of r| large language models (LLMs)
ith your orgas 's data — all in mmlwomrrmyerwd into one of the most

Microsoft Community Learning
aka.ms/Community/LearningChannel

Community led expert content on all your S
favorite Microsoft services. ”

Mlcrosoft 365 Copl lot
Wc-w. to the Your hub for the latest news,
o D meMmmmasswm o

For help & learming (ho

Start your week with live news and event
updates aka.ms/MondaysatMicrosoft
Watch live or on-demand & share our blog.

The ultimate Microsoft 365 community event

Learn directly from the experts and redefine what's possible at work —join us at the Microsoft
Your fro nt-row seat 365 Community Conference.
to the future of work



https://aka.ms/M365CopilotCommunity
https://aka.ms/M365CopilotCommunity

Stay Connected!

Engage with the best
community in tech...
There's something for
everyone!

&

()

&

Microsoft Tech Community

The community platform for Microsoft 365 —
forums, blogs, and events

https://aka.ms/joinMTC

CommunityDays.org

Find or host a local event in your area
or to match your interests
www.communitydays.org

Microsoft Community on LinkedIn

News, announcements and training delivered to
your news feed
https://aka.ms/microsoftcommunitylinkedin



https://aka.ms/microsoftcommunitylinkedin
https://www.communitydays.org/
https://aka.ms/joinMTC

The one stop shop for Microsoft ecosystem community events

@) Community Days

Discover C nunitv Events
happenmg across the world

“g WHEN

DYNUG AUTUMN CONFERENCE 2025 SHIFT ENTER SUMMIT 2025

[ Novemibar 25 - 26, 2005 [ Novarmber 26, 2025
Q Osla Gardarmosn Q Budapast
Hangary

Al COMMUNITY CONFERENCE - TORONTO 2025

() Novamber 28 2025
Q Toroata, Ontaria
Canada

www.communhnitydays.org


http://www.communitydays.org/

& SharePoint at 25 short film: More than Code

In honor of SharePoint's 25th birthday, More Than Code is a short film that explores the people, passion, and

innovation behind one of the most transformative platforms in modern work. This film captures the stories of

builders, leaders, and community champions who helped shape SharePoint into the knowledge backbone for
collaboration, Copilot, and the next generation of agents.

SharePoint is more than code—it's 25 years of connection, innovation and impact.

Watch the digital premiere Watch the SharePoint at 25 digital event

Stream the documentary online Prepare for the film with a special digital event
globally in late April and celebrate SharePoint’s featuring insights, stories, and what's next for
25-year journey from anywhere. SharePoint in the era of Al




Join MGCI - Learn, Share, Grow.

The Microsoft Global Community Initiative (MGCI) -
Empowering global Microsoft communities with the
tools, training, and resources to create impactful
events and amplify diverse voices.

Learn, Share, Grow.

Event producers unite!

Join MGCI today!
https://aka.ms/MGC]



https://aka.ms/MGCI

Thank you to our
Microsoft

Most Valuable
Professionals (MVP)

and Regional Directors!
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